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Preface

IT is undergoing a massive paradigm shift. From a time where uptime was a measure of IT
success, we are moving to the idea of immutable infrastructure, where, based on the
requirements, we can spin up and trash a server on demand automatically. Ansible is
playing a lead role in this transformation. It has become the tool of choice for companies big
and small for tasks that are meant for one server to entire clusters.

This book is about security automation. We apply our knowledge of Ansible to different
scenarios and workloads that revolve around security, hence the title. When boring and
mundane tasks are automated, people doing those tasks can focus on solving the security
problems they are dealing with. This enables a whole new way to looking at how we learn
about security (trainings), how much we can store, process, and analyze log data (DFIR),
how we can keep applying security updates without any interruptions (security
operations), and more.

In this book, we will share our experience of the types of automation we can enable using
Ansible. You may be familiar with some of these, or they may be entirely new to you.
Regardless, rather than trying to prescribe how Ansible should be used, we hope that you
will read and understand how you can take each of these playbooks/workflows, and make
your security work faster, better, and more reliable, or simply have fun creating complex
infrastructure scenarios for yourself or others.

This book would not have been possible without the excellent documentation provided by
the folks at Red Hat Ansible and countless other blogs and projects already creating secure,
resilient playbooks that we can all learn from and use.

The book is divided into three main sections:

e Essential Ansible you should be familiar with, for building useful playbooks
e Security automation techniques and approaches
¢ Extending and programming Ansible for even more security

The idea is to get you to quickly refresh your knowledge of Ansible and move on to
becoming productive with it, and toward the end, you'll see how you can do even more by
extending Ansible or creating your own security modules.
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What this book covers

Chapter 1, Introduction to Ansible Playbooks and Roles, covers the terms that you would
already be familiar with, in Ansible. They are explained with sample playbooks and the
Ansible commands required to run those playbooks. If you feel your Ansible concepts and
skills are a bit rusty, start here.

Chapter 2, Ansible Tower, Jenkins, and Other Automation Tools, is all about automation of
automation. We cover the use of scheduling automation tools commonly used with Ansible
such as Ansible Tower, Jenkins, and Rundeck. If you start using these tools the mundane
and boring tasks of remembering when to schedule and execute playbooks and get
notifications about the output can be delegated to the tools rather than in your head. If you
haven't used any tools like these, you should read this chapter.

Chapter 3, Setting up a Hardened WordPress with Encrypted Automated Backups, covers the
exploration of various security automation techniques and approaches. As with any
technique or approach, it is possible that some of what we say doesn't apply for your use
case. However, by taking an opinionated approach, we show you one way of doing this,
which we think works well largely. WordPress is the most popular website creation
software currently. By tackling how to secure it using playbooks (and running in an IT
automation tool), we start talking about an IT/ops requirement of keeping running servers
safe and making sure we can recover from failure. If you are responsible for managing
websites (even if it is just your own), this chapter should be useful. If you don't use
WordPress, there is enough in this chapter to get you to think about how to apply this
chapter to your use case.

Chapter 4, Log Monitoring and Serverless Automated Defense (Elastic Stack in AWS), covers log
monitoring and security automation, which are like peanut butter and jelly. In this chapter,
using Ansible we set up a log monitoring server infrastructure on a server in AWS. Based
on attack notifications, we create a near real-time dynamic firewall service using AWS
services such as AWS Lambda, Dynamo DB, and AWS Cloudwatch.

Chapter 5, Automating Web Application Security Testing Using OWASP ZAP, covers one of

the most common security workflows of testing the security of a website using one of the

most popular open source tools, that is, OWASP ZAP. Once we have figured out the basic
workflow, we supercharge it for continuous scanning of your websites using Ansible and
Jenkins. Read this chapter to see how we can work with Docker containers using Ansible,

while doing continuous security scanning. A sure win-win!

[2]
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Chapter 6, Vulnerability Scanning with Nessus, explains the use of Nessus with Ansible for
vulnerability scanning. This chapter covers the approach of doing basic network scans,
conducting security patch audits, and enumerating vulnerabilities.

Chapter 7, Security Hardening for Applications and Networks, shows that Ansible has enabled
us to assert our security thinking declaratively. By utilizing the idea of what the system
state should be, we can create security hardening playbooks based on standards, such as
CIS and NIST, and guidance provided by the US Department of Defense's STIGs.
Familiarize yourself with approaches to hardening applications and servers using existing
security documentation, but most importantly, in a repeatable self-documenting way,
which is under version control. If you were like us, doing all of this manually for many
years, you will appreciate what a game changer this is for security automation.

Chapter 8, Continuous Security Scanning for Docker Containers, covers how to run security
scanning tools against Docker containers. A lot of modern applications are deployed using
containers, and this chapter will quickly helps you understand whether you have any
vulnerable containers, and as always, coupled with Ansible Tower, how to make this a
continuous process.

Chapter 9, Automating Lab Setups for Forensics Collection, Malware Analysis, is specially for
malware researchers. If you have always wanted to use Cuckoo sandbox and MISP, and
have shied away because of the complicated steps involved in setting these up, this chapter
has got you covered.

Chapter 10, Writing an Ansible Module for Security Testing, covers how we can extend the
functionality offered by Ansible and learn from other projects that are using Ansible to
deliver great software solutions. This chapter and the next, bring us to the third section of
our book.

Sometimes with all the amazing modules that come with Ansible, they are still not enough
for us to do what we want to do. This chapter delves into creating an Ansible module, and
if we may say so ourselves, it doesn't try to be very formal about the approach.
Remembering that what we want to focus on is security automation, we create a module for
running website security scans using a ZAP proxy. With a complete module provided, this
will help you writing and using your modules in no time.

[3]
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Chapter 11, Ansible Security Best Practices, References, and Further reading, covers how to
manage secrets and credentials using Ansible Vault. It will help you in setting up your own
instance of Ansible Galaxy. We also highlight other projects using Ansible playbooks for
security solutions such as DebOps and Algo. We also cover AWX, which is the free and
open source version of Ansible Tower and show you how to set it up and use it. We
conclude with a short discussion on Ansible 2.5, which is expected to be released in the first
or second quarter of 2018.

What you need for this book

Ansible is a tool written in Python2. For control machines, if Python2 is installed with the
minimum version 2.6, you are good to go. Since Ansible 2.2 onwards, Python3 is supported
as a tech preview.

Who this book is for

This book is for ideally anyone who understands that automation is key to repeatable, error
free deployment and provisioning of infrastructure, applications, and networks. However,
we really like to specify this.

If you are a system administrator who also takes care of the security of websites, servers,
and networks, this book is for you.

Security consultants and analysts would gain by focusing on chapter 3, Setting up a
Hardened WordPress with Encrypted Automated Backups, to chapter 10, Writing an Ansible
Module for Security Testing. Even if some of the workloads don't apply to you, you will gain
insights into how to use Ansible to provide security as a service to your teams. All the
DevOps teams would love to work with someone who considers automation to be as
important as the security part itself

Application developers who would like an easy way to deploy secure servers especially
should look at chapter 3, Setting up a Hardened WordPress with Encrypted Automated Backups,
to chapter 7, Security Hardening for Applications and Networks.

[4]
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You will get the most out of this book if you are one of these:

e Someone who has used Ansible with basic commands before
¢ Someone who familiar with Linux and Windows operating systems

¢ Someone who has a basic idea about IP addressing, networking, and working
with software installers

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.
Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:

"The harden.yml performs hardening of MySQL server configuration" A block of code is
set as follows:

— name: deletes anonymous mysgl user
mysgl_user:

user: ""
state: absent
login_password: "{{ mysgl_root_password }}"

login_user: root

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

— name: deletes anonymous mysgl user
mysgl_user:
user: ""
state: absent
login_password: "{{ mysql_root_password }}"
login_user: root

Any command-line input or output is written as follows:
ansible-playbook -i inventory playbook.yml

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "Click on Confirm Security
Exception and continue to proceed with the installation steps"

[5]
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0 Warnings or important notes appear like this.
8 Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of. To send us general feedback, simply email
feedback@packtpub.com, and mention the book's title in the subject of your message. If
there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http://www.
packtpub.com. If you purchased this book elsewhere, you can visit http: //www.packtpub.
com/support and register to have the files emailed directly to you. You can download the
code files by following these steps:

Log in or register to our website using your email address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NSk

[6]
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Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR / 7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/Security-Automation-with-Ansible-2. We also have other code
bundles from our rich catalog of books and videos available at https://github.com/
PacktPublishing/. Check them out!

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/
downloads/SecurityAutomationwithAnsible2_ ColorImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title. To view the previously submitted errata, go to https://www.packtpub.com/
books/content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.
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Preface

Piracy

Piracy of copyrighted material on the internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the internet, please provide us with
the location address or website name immediately so that we can pursue a remedy. Please
contact us at copyright@packtpub.com with a link to the suspected pirated material. We
appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Introduction to Ansible
Playbooks and Roles

According to Wikipedia, Ansible is an open source automation engine that automates
software provisioning, configuration management, and application deployment. But you
already knew that. This book is about taking the idea of IT automation software and
applying it to the domain of Information Security Automation.

The book will take you through the journey of security automation to show how Ansible is
used in the real world.

In this book, we will be automating security-related tasks in a structured, modular fashion
using a simple human-readable format YAML. Most importantly, what you will learn to
create will be repeatable. This means once it is done, you can focus on fine-tuning,
expanding the scope, and so on. The tool ensures that we can build and tear down
anything, from simple application stacks to simple, but extensive, multi-application
frameworks working together.

If you have been playing around with Ansible, and in this book we assume you have, you
would have definitely come across some of the following terms:

¢ Playbook

Ansible Modules
YAML

Roles

Templates (Jinja2)
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Don't worry, we will address all of the aforementioned terms in this chapter. Once you are
comfortable with these topics, we will move on to covering scheduler tools, and then to
building security automation playbooks.

Ansible terms to keep in mind

Like all new subjects or topics, it is a good idea to get familiar with the terminology of that
subject or topic. We will go through some of the Ansible terms that we will be using
throughout the book, and if at any point you are not able to follow, you might want to come
back to this chapter and refresh your understanding for that particular term.

Playbooks

A playbook, in the classic sense, is about offensive and defensive plays in football. The
players keep a record of the plays (plan of action) in a book, usually in the form of a
diagram.

In Ansible, a playbook is a series of ordered steps or instructions for an IT process. Think of
a nicely-written instruction manual that can be read and understood by humans and
computers alike.

In the subsequent chapters, all the automation we will focus on regarding security will lead
us toward building both simple and complex playbooks.

This is what an Ansible playbook command looks like:
ansible-playbook -i inventory playbook.yml

Ignore the -1 flag for now and notice the extension of the playbook file.

As stated in http://docs.ansible.com/ansible/playbooks_intro.html:

"Playbooks are expressed in YAML format (see YAML syntax (http://docs.ansible.
com/ansible/YAMLSyntax.html)) and have a minimum of syntax, which intentionally
tries to not be a programming language or script, but rather a model of a configuration or a
process.”

[10]
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Ansible modules

Ansible ships with a number of modules (called the module library) that can be executed
directly on remote hosts or through playbooks.Tasks in playbooks call modules to do the
work.

Ansible has many modules, most of which are community contributed and
maintained. Core modules are maintained by the Ansible core engineering team and will
always ship with Ansible itself.

Users can also write their own modules. These modules can control
system resources, like services, packages, or files (anything really), or
handle executing system commands.

Here is the list of modules available by Ansible: http://docs.ansible.
com/ansible/latest/modules_by_category.html#module-index.
Ifyotluse])ash(https://kapeli.com/dash)(aneal(https://zealdocs.
org/), you can download the offline version for easy reference.

Modules can be executed via the command line as well. We will be using modules to write
all the tasks inside our playbooks. All modules technically return JSON format data.

Modules should be idempotent and should avoid making any changes if
they detect that the current state matches the desired final state. When
using Ansible playbooks, these modules can trigger change events in the
form of notifying handlers to run additional tasks.

Documentation for each module can be accessed from the command line with the
ansible-doc tool:

$ ansible-doc apt
We can list all the modules available on our host:

$ ansible-doc -1

Start the Apache web server on all nodes grouped under webservers by executing the
httpd module. Note the use of the -m flag:

$ ansible webservers -m service -—-a "name=httpd state=started"
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This snippet shows the exact same command but inside a playbook in YAML syntax:

- name: restart webserver
service:
name: httpd
state: started

Each module contains multiple parameters and options, get to know more about the
features of the modules by looking at their documentation and examples.

YAML syntax for writing Ansible playbooks

Ansible playbooks are written in YAML, which stands for YAML Ain't Markup Language.
According to the official document (http://yaml.org/spec/current.html):

YAML Ain’t Markup Language (abbreviated YAML) is a data serialization language
designed to be human-friendly and work well with modern programming languages for
everyday tasks.

Ansible uses YAML because it is easier for humans to read and write than other common
data formats, such as XML or JSON. All YAML files (regardless of their association with
Ansible or not) can optionally begin with ——- and end with . . .. This is part of the YAML
format and indicates the start and end of a document.

YAML files should end with .yaml or .yml. YAML is case sensitive.
You can also use linters, such as www.yamllint.com, or your text editor
plugins for linting YAML syntax, which help you to troubleshoot any
syntax errors and so on.

Here is an example of a simple playbook to showcase YAML syntax from Ansible
documentation (http://docs.ansible.com/ansible/playbooks_intro.html#playbook-

language—exampley

- hosts: webservers
vars:
http_port: 80
max_clients: 200
remote_user: root

tasks:
- name: Ensure apache is at the latest version
yum:
name: httpd
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state: latest
- name: Write the apache config file
template:
src: /srv/httpd.j2
dest: /etc/httpd.conf

notify:
- restart apache

— name: Ensure apache is running (and enable it at boot)
service:
name: httpd
state: started
enabled: yes

handlers:
- name: Restart apache
service:

name: httpd
state: restarted

Ansible roles

While playbooks offer a great way to execute plays in a pre-defined order, there is a brilliant
feature on Ansible that takes the whole idea to a completely different level. Roles are a
convenient way to bundle tasks, supporting assets such as files and templates, coupled with
an automatic set of search paths.

By using a concept most programmers would be familiar with, of including files and folders
and ascribing what is being included, a playbook becomes infinitely more readable and
understandable. Roles are basically made up of tasks, handlers, and configurations, but by
adding an additional layer to how a playbook is structured, we can easily get the big picture
overview as well as the low-level details.

This allows for reusable code and a division of work in a team tasked with writing
playbooks. For example, the database guru writes a role (almost like a partial playbook) for
setting up the database and the security guru writes one on hardening such a database.

[13]


https://technet24.ir
https://technet24.ir

Introduction to Ansible Playbooks and Roles Chapter 1

While it is possible to write a playbook in one very large file, eventually
you want to reuse files and start to organize things.

Large and complex playbooks are hard to maintain and it is very difficult
to reuse sections of a large playbook. Breaking a playbook into roles

allows very efficient code reuse and makes playbooks much easier to
understand.

The benefits of using roles while building large playbooks include:

¢ Collaborating on writing playbooks

¢ Reusing existing roles

¢ Roles can be updated, improved upon independently
e Handling variables, templates, and files is easier

LAMP usually stands for Linux, Apache, MySQL, PHP. A popular
combination of software that is used to build applications for the web.
Nowadays, another common combination in the PHP world is LEMP,
which is Linux, NGINX, MySQL, PHP.

This is an example of what a possible LAMP stack site.yml can look like:

- name: LAMP stack setup on ubuntu 16.04
hosts: all
gather_facts: False
remote_user: "{{remote_username}}"
become: yes

roles:
— common
- web
- db
- php

Note the list of roles. Just by reading the role names we can get an idea of the kind of tasks
possibly under that role.

[14]
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Templates with Jinja2

Ansible uses Jinja2 templating to enable dynamic expressions and access to variables. Jinja2
variables and expressions within playbooks and tasks allow us to create roles that are very
flexible. By passing variables to a role written this way, we can have the same role perform
different tasks or configurations. Using a templating language, such as Jinja2, we are able to
write playbooks that are succinct and easier to read.

By ensuring that all the templating takes place on the Ansible controller, Jinja2 is not
required on the target machine. Only the required data is copied over, which reduces the
data that needs to be transferred. As we know, less data transfer usually results in faster
execution and feedback.

Jinja templating examples

A mark of a good templating language is the ability to allow control of the content without
appearing to be a fully-fledged programming language. Jinja2 excels in that by providing us
with the ability to do conditional output, such as iterations using loops, among other
things.

Let's look at some basic examples (obviously Ansible playbook-related) to see what that
looks like.

Conditional example

Execute only when the operating system family is Debian:

tasks:
— name: "shut down Debian flavored systems"
command: /sbin/shutdown -t now
when: ansible_os_family == "Debian"

Loops example

The following task adds users using the Jinja2 templating. This allows for dynamic
functionality in playbooks. We can use variables to store data when required, we just need
to update the variables rather than the entire playbook:

- name: add several users
user:
name: "{{ item.name }}"
state: present
groups: "{{ item.groups }}"

[15]
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with_items:
- { name: 'testuserl', groups: 'wheel' }
- { name: 'testuser2', groups: 'root' }

LAMP stack playbook example — combining all
the concepts

We will look at how to write a LAMP stack playbook using the skills we have learned so
far. Here is the high-level hierarchy structure of the entire playbook:

inventory # inventory file
group_vars/ #
all.yml # variables
site.yml # master playbook (contains list of roles)
roles/ #
common/ # common role
tasks/ #
main.yml # installing basic tasks
web/ # apache2 role
tasks/ #
main.yml # install apache
templates/ #
web.conf.j2 # apache2 custom configuration
vars/ #
main.yml # variables for web role
handlers/ #
main.yml # start apache?2
php/ # php role
tasks/ #
main.yml # installing php and restart apache2
db/ # db role
tasks/ #
main.yml # install mysgl and include harden.yml
harden.yml # security hardening for mysqgl
handlers/ #
main.yml # start db and restart apache2
vars/ #
main.yml # variables for db role

Let's start with creating an inventory file. The following inventory file is created using static
manual entry. Here is a very basic static inventory file where we will define a since host and
set the IP address used to connect to it.

[16]
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Configure the following inventory file as required:

[lamp]
lampstack ansible_host=192.168.56.10

The following file is group_vars/lamp.yml, which has the configuration of all the global
variables:

remote_username: "hodor"

The following file is the site.yml, which is the main playbook file to start:

— name: LAMP stack setup on Ubuntu 16.04
hosts: lamp

gather_facts: False

remote_user: "{{ remote_username }}"
become: True

roles:
— common
- web
- db
- php

The following is the roles/common/tasks/main.yml file, which will install python2,
curl, and git:

# In ubuntu 16.04 by default there is no python2
- name: install python 2

raw: test -e /usr/bin/python || (apt -y update && apt install -y python-
minimal)

— name: install curl and git
apt:
name: "{{ item }}"
state: present
update_cache: yes

with_items:
- curl
- git

The following task, roles/web/tasks/main.yml, performs multiple operations, such as
installation and configuration of apache2. It also adds the service to the startup process:

- name: install apache2 server
apt:

[17]
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name: apache2
state: present

- name: update the apache2 server configuration
template:
src: web.conf.j2
dest: /etc/apache2/sites-available/000-default.conf
owner: root
group: root
mode: 0644

- name: enable apache2 on startup
systemd:
name: apache2
enabled: yes
notify:
- start apache?2

The notify parameter will trigger the handlers found in

roles/web/handlers/main.yml:

- name: start apache?2
systemd:
state: started
name: apache?2

- name: stop apache?2
systemd:
state: stopped
name: apache?2

- name: restart apache2
systemd:
state: restarted
name: apache?2
daemon_reload: yes

The template files will be taken from role/web/templates/web.conf.j2, which uses
Jinja templating, it also takes values from local variables:

<VirtualHost *:80><VirtualHost *:80>
ServerAdmin {{server_admin_email}}
DocumentRoot {{server_document_root}}

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>

[18]
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The local variables file is located in roles/web/vars/main.yml:

server_admin_email: hodor@localhost.local
server_document_root: /var/www/html

Similarly, we will write database roles as well. The following file
roles/db/tasks/main.yml includes installation of the database server with assigned
passwords when prompted. At the end of the file, we included harden.yml, which
executes another set of tasks:

- name: set mysgl root password
debconf:
name: mysqgl-server
question: mysqgl-server/root_password
value: "{{ mysqgl_root_password | quote }}"
vtype: password

- name: confirm mysgl root password
debconf:
name: mysqgl-server
question: mysgl-server/root_password_again
value: "{{ mysqgl_root_password | quote }}"
vtype: password

— name: install mysqglserver
apt:
name: "{{ item }}"
state: present
with_items:
- mysqgl-server
- mysgl-client

- include: harden.yml

The harden.yml performs hardening of MySQL server configuration:

— name: deletes anonymous mysgl user
mysgl_user:

user: ""
state: absent
login_password: "{{ mysqgl_root_password }}"

login_user: root

— name: secures the mysqgl root user
mysgl_user:
user: root
password: "{{ mysqgl_root_password }}"

[19]
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host: "{{ item }}"
login_password: "{{mysqgl_root_password}}"
login_user: root
with_items:
- 127.0.0.1
- localhost
- ::1
- "{{ ansible_fqgdn }}"

- name: removes the mysgl test database
mysqgl_db:
db: test
state: absent
login_password: "{{ mysgl_root_password }}"
login_user: root

- name: enable mysgl on startup
systemd:
name: mysql
enabled: yes

notify:
- start mysqgl

The db server role also has roles/db/handlers/main.yml and local variables similar to
the web role:

- name: start mysqgl
systemd:
state: started
name: mysqgl

- name: stop mysgl
systemd:
state: stopped
name: mysqgl

— name: restart mysqgl
systemd:
state: restarted
name: mysqgl
daemon_reload: yes

[20]
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The following file is roles/db/vars/main.yml, which has the mysql_root_password
while configuring the server. We will see how we can secure these plaintext passwords
using ansible-vault in future chapters:

mysqgl_root_password: R4ndOmP4$s$wOrd

Now, we will install PHP and configure it to work with apache? by restarting the
roles/php/tasks/main.yml service:

- name: install php7

apt:

name: "{{ item }}"

state: present
with_items:

- php7.0-mysqgl

- php7.0-curl

- php7.0-json

- php7.0-cgi

- php7.0

— libapache2-mod-php7

- name: restart apache2
systemd:
state: restarted
name: apache?2
daemon_reload: yes

To run this playbook, we need to have Ansible installed in the system path. Please refer
tohttp://docs.ansible.com/ansible/intro_installation.html for installation
instructions.

Then execute the following command against the Ubuntu 16.04 server to set up LAMP
stack. Provide the password when it prompts for system access for user hodor:

$ ansible-playbook -i inventory site.yml

After successful completion of the playbook execution, we will be ready to use LAMP stack
in a Ubuntu 16.04 machine. You might have observed that each task or role is configurable
as we need throughout the playbook. Roles give the power to generalize the playbook and
customize easily using variables and templating.
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Summary

We have codified a fairly decent real-world stack for development using a combination of
Ansible's features. By thinking about what goes in a LAMP stack overview, we can start by
creating the roles. Once we have that thrashed out, the individual tasks are mapped to
modules in Ansible. Any task that requires copying of a pre-defined configuration, but with
dynamically-generated output, can be done by using variables in our templates and the
constructs offered by Jinja2.

We will use the same approach to various security-related setups that could do with a bit of
automation for orchestration, operations, and so on. Once we have a handle on how to do
this for a virtual machine running our laptop, it can be repurposed for deploying on your
favorite cloud-computing instance as well. The output is human readable and in text, so
that it can be added to version control, various roles can be reused as well.

Now that we have a fairly decent idea of the terms we will be using throughout this book,
let's get set for one final piece of the puzzle. In the next chapter, we will learn and
understand how we can use automation and scheduling tools, such as Ansible Tower,
Jenkins, and Rundeck, to manage and execute playbooks based on certain event triggers or
time durations.

[22]
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Ansible is powerful. Once you realize the innumerable benefits of writing down a way to
configure and provision systems, you will never want to go back. In fact, you may want to
go ahead and write playbooks for complex cloud environments to deploying stacks for data
scientists. The rule of thumb is if you can script it, you can create a playbook for it.

Let's assume that you have gone ahead and done just that. Build different playbooks for a
variety of scenarios. If you see the advantages of codifying how infrastructure is built and
provisioned, you will obviously want to put your playbooks under version control:
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Playbooks in Git —— ———

Systems for provisioning

Multiple playbooks stored under version control, ready to be deployed to systems for provisioning
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At this point, we have solved interesting challenges surrounding automation:

e We now have the ability to replay commands against multiple targets

e Remember that if the playbooks are in an idempotent manner, we can safely run
them n number of times against our targets without any worries

e By virtue of them being text-based documents, we get versioning and all the
benefits that come from doing so

What is still manual is the fact that we need someone or something to execute the ansible-
playbook command. Not only that, this someone or something will need to do the
following;:

¢ Remember when to execute the playbooks

¢ Schedule them accordingly

e Store secrets safely (usually we require the SSH key to be able to login)
e Store the output or remember to rerun a playbook if something failed

We can all aspire to be that spectacular when it comes to remembering the small things, or
we can accept that these detail-oriented, scheduling-based tasks are better left to competent
software rather than superhumans!

ME e | [LJLd
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Playbooks in Git Q

K

Q

for provisioning

Superhumans will have the ability to remember, schedule, execute, and notify about playbooks

It turns out we don't all have to become superhumans. We can simply use scheduling and
automation tools such as Ansible Tower, Jenkins, or Rundeck to do all of what we have
defined previously, and more.
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In this chapter, we will look at all the three tools that we mentioned to understand what do
they offer so as to take our automation to the next level of abstraction of automation.

Specifically, we will cover the following topics:

e Installing and configuring Ansible Tower

¢ Using Ansible Tower to manage playbooks and schedule
e Installing and configuring Jenkins

e Installing and configuring Rundeck

Scheduling tools to enable the next
abstraction of automation

Scheduling and automation tools enable us to automate tasks such as continuous
integration and continuous delivery. They are able to do this by providing the following
fairly standard services:

¢ A web-based UI we can use to configure them
e Usually, a REST-based API so that we can use their features programmatically

¢ The ability to authenticate against its local store or possibly another service
(OAuth/Security Assertion Markup Language (SAML))

¢ They all fundamentally give us a clear way to automate tasks to suit our
workflow

Most security-related automation does boil down to doing a similar task over and over
again and looking at the differences. This is especially true when you are in the line of doing
security operations and security assessments.

we are already on our way to doing security automation. Now our aim is
to take away the grunt work of remembering to execute those playbooks

0 Remember that by using Ansible roles and the playbooks containing them,
and get going.

There are three primary contenders that are used for this kind of automation. They are
listed and described here:

e Ansible Tower
¢ Jenkins
e Rundeck

[25]
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Tools Our take License
. Brilliant tool by the makers of Ansible so fits very well | ; . = .
?élvsvlge with the idea of IT automation, which we extend to E?:lj with a free
our security needs.
The workhorse and the mainstay of a lot of CI/CD
. pipelines. Has hundreds of plugins to extend its core |Free and open
Jenkins . . R . .
functionality. The best option if price or license is a source
concern.
Rundeck Great tool for job scheduling and automation. A palc'i pro version
is available

In this chapter, we will install and configure all three tools to get you started.

Red Hat, who bought Ansible in the October 2015, has indicated that they
plan to open source Ansible Tower. They made this announcement at
AnsibleFest 2016. You can follow the progress of that at https://www.

ansible.com/open-tower.

Getting up and running

Let's start by setting up each of the three tools we mentioned and look at some of their
features.

Setting up Ansible Tower

There are multiple ways to install the Ansible Tower trial version. The simplest way to get
set up is by using their existing images from https://www.ansible.com/tower-trial.

You can also set up manually using their bundle installation. Please have a look at the
requirements before installing at http://docs.ansible.com/ansible-tower/3.1.4/html/

installandreference/index.html.

[26]
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Run the following commands to install Ansible Tower in the Ubuntu 16.04 operating
system:

$ sudo apt-get install software-properties—common
$ sudo apt-add-repository ppa:ansible/ansible

$ wget
https://releases.ansible.com/ansible-tower/setup/ansible-tower-setup-latest
.tar.gz

$ tar xvzf ansible-tower-setup-latest.tar.gz
$ cd ansible-tower-setup-<tower_version>

Then edit the inventory file for updating password and other variables and run the
setup. The inventory file contains admin_password for the tower administrator login
account, pg_host and pg_port are Postgres database it will be required if we are setting
up multi-node setup. Then finally rabbitmqg details for queuing operations.

[tower]
localhost ansible_connection=local

[database]

[all:vars]
admin_password="'strongpassword'

pg_host='"' # postgres.domain.com
pg_port='"' #5432

pg_database="awx'
pg_username="'awx'
pg_password='postgrespasswordforuserawx'

rabbitmg port=5672

rabbitmg vhost=tower

rabbitmg username=tower

rabbitmg password='giverabitmgpasswordhere'
rabbitmg cookie=cookiemonster

# Needs to be true for fgdns and ip addresses
rabbitmg use_long_name=false

$ sudo ./setup.sh
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If you have Vagrant installed, you can simply download their Vagrant box to get going.

Make sure you have Vagrant installed in your host system before running
the following command:

$ vagrant init ansible/tower

$ vagrant up

$ vagrant ssh

It will prompt you to enter IP address, username, and password to login to the Ansible
Tower dashboard.

Log into the web interface here:

Username: admin
Password: LCByZ?cxL3tF

The documentation for Ansible Tower is available here:

For help, wvisit

Then navigate the browser to https://10.42.0.42 and accept the SSL error to proceed.
This SSL error can be fixed by providing the valid certificates in the configuration

at /etc/tower and need to restart the Ansible Tower service. Enter the login credentials to
access the Ansible Tower dashboard:

ANSIBLE
0 TOWER
by Red Hat'

M AME

escccceee

[28]
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Once you log in, it will prompt you for the Ansible Tower license:

@TOWER

Please click the button below to visit Ansible's website to get a Tower
license key.

REQUEST LICENSE

Choose your license file, agree to the End User License Agreement, and click
submit.

* LICENSE FILE

BROWSE license.json

* END USER LICENSE AGREEMENT

ANSIBLE TOWER BY RED HAT END USER LICENSE AGREEMENT
This end user license agreement ("EULA") governs the use of the Ansible Tower software
and any related updates, upgrades, versions, appearance, structure and organization (the

“Ansible Tower Software”), regardless of the delivery mechanism.

1. License Grant. Subject to the terms of this EULA, Red Hat, Inc. and its affiliates (“Red

SUBMIT

| agree to the End User License Agreement

Welcome to Ansible Tower! Please complete the steps below to acquire a license.

[29]
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Ansible Tower also provides Role-Based Authentication Control (RBAC), which provides
a granular level of control for different users and groups to manage Tower. The following
screenshot shows a new user being created with the System Administrator privilege:

System Auditor

System Administrator

@ TOWER PROJECTS NVENTORIES o8BS @ admin & = & 0]
SETTINGS / USERS / CREATE USER
NEW USER  ADMIN
* FIRST NAME * LAST NAME * ORGANIZATION
Madhu Akula Q  Default
*EMA * USERNAME
madhu@localhost.local madhuakula 00000000000
FIRM USER TYPE
00080000000 System Administrator
Normal User

To add inventory into Ansible Tower, we can simply enter it manually, we can also use a
dynamic script to gather inventory from cloud providers by providing the authentication
(or) access key. The following screenshot shows how we can add the inventory into Ansible
Tower, we can also provide variables for different hosts by providing it in YAML or JSON

format:

NVENTORIES Demo

creaTE HosT (BRI
* HOST NAME

192.168.1.13

O vamL

VARIABLES

nver

tory

JSON

CREATE HOST

DESCRIPTION

web server

We can also add credentials (or) keys to the tower by providing them in credential

management, which can be reused as well.
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Secrets store in Ansible Tower are encrypted with a symmetric key unique to each Ansible
Tower cluster. Once stored in the Ansible Tower database, the credentials may only be
used, not viewed, in the web interface. The types of credentials that Ansible Tower can store
are passwords, SSH keys, Ansible Vault keys, and cloud credentials.

SETTINGS / CREDENTIALS / CREATE CREDENTIAL

CREATE CREDENTIAL

DETAILS

*NAME DESCRIPTION ORGANIZATION

web server Q| Default

*TYPE

Machine

TYPE DETAILS
PRIVATE KEY PASSPHRASE

USERNAME

vagrant SHOW 0000008
Ask at runtime? Ask at runtime?
PRIVILEGE ESCALATION PRIVILEGE ESCALATION USERNAME PRIVILEGE ESCALATION PASSWORD
sudo N vagrant SHOW  eeeeeee
Ask at runtime?
VAULT PASSWORD

Ask at runtime?

Once we have the inventory gathered, we can create jobs to perform the playbook or ad-hoc
command operations:

INVENTORIES / Demo Inventory

Grours @D RUN COMMANDS + ADD GROUP HOsTS +ADD HOST

Q KEY

HOSTS + ACTIONS

192.168.1.13 [ «

N TE T T ST localhost & @
ITEMS 1-2 OF2
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Here we have selected the shell module and are running the uname -a command against

both nodes:

VENTORIES / Demo Inventory / RUN COMMAND

EXECUTE COMMAND

*MODULE ARGUMENTS umir

shell N uname -a 192.168.1.13:localhost
*MACHINE CREDENTIAL *VERBOSITY

Q| webserver ENABLE PRIVILEGE ESCALATION 1 (Verbose)
*FORKS

o

EXTRA VARIABLES © vamL JSON

Once we launch the execution, we can see the standard output in the dashboard. We can
also access this using REST API:

JOBS / shell
RESULTS F oz} STANDARD OUT X &
NAME shell
STATUS @ Ssuccessful Using /etc/ansible/ansible.cfg as config file
STARTED 7/23/2017 2:15:32 PM
FINISHED 7123/2017 2:15:38 PM
ELAPSED 5.434 seconds
MODULE ARGS uname -a
NVENTORY Demo Inventory
CREDENTIAL web server
LAUNCHED BY madhuakula
FORKS 0
LIMIT 192.168.1.13:localhost
VERBOSITY 1

Please refer to the Ansible Tower documentation for more detailed references.
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There is another way of using Ansible Tower: tower-cli is a command-
line tool for Ansible Tower. Get started with the pip install
ansible-tower-cli command.

The Ansible Tower REST APl is a pretty powerful way to interact with the
system

This basically allows you to design your playbook workflow and so on using an easy-to-
follow web GUI with the added flexibility of calling this from another CI/CD tool such as
Jenkins. Jenkins is, incidentally, the next software to set up and learn.

Setting up Jenkins

Let's use an Ansible playbook to install Jenkins and get started with it.

The following code snippet is a snippet of an Ansible playbook we wrote for setting up
Jenkins in the Ubuntu 16.04 OS.

Once the setup has been done, playbook returns the default administrator password
required to log in to the application for the first time:

- name: installing Jjenkins in ubuntu 16.04
hosts: "192.168.1.7"
remote_user: ubuntu
gather_facts: False
become: True

tasks:
- name: install python 2
raw: test —-e /usr/bin/python || (apt -y update && apt install -y

python-minimal)

- name: install curl and git
apt: name={{ item }} state=present update_cache=yes

with_items:
- curl
- git
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- name: adding jenkins gpg key
apt_key:
url: https://pkg.jenkins.io/debian/jenkins-ci.org.key
state: present

— name: jeknins repository to system
apt_repository:
repo: http://pkg.jenkins.io/debian-stable binary/
state: present

- name: installing jenkins
apt:
name: jenkins
state: present
update_cache: yes

- name: adding jenkins to startup
service:
name: jenkins
state: started
enabled: yes

— name: printing jenkins default administration password
command: cat /var/lib/jenkins/secrets/initialAdminPassword
register: jenkins_default_admin_password

- debug:

msg: "{{ jenkins_default_admin_password.stdout }}"

To set up Jenkins, run the following command. Where 192.168.1.7 is the server IP
address where Jenkins will be installed:

ansible-playbook -i '192.168.1.7,' site.yml —--ask-sudo-pass

[34]
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Now we can configure Jenkins to install plugins, run scheduled jobs, and do many other
things. First, we have to navigate to the Jenkins dashboard by browsing to
http://192.168.1.7:8080 and providing the auto-generated password. If the playbook
runs without any errors, it will display the password at the end of the play:

Jenkins [Jenkins] - Mozilla Firefox

£ Jenkins [Jenkins] x

< 192.168.1.7 ¢ @ Q »

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the
administrator, a password has been written to the
log (not sure where to find it?) and this file on the server:

/var/lib/jenkins/secrets/initialAdminPassword

Please copy the password from either location and
paste it below.
Administrator password
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Create the new user by filling in the details and confirming to log in to the Jenkins console:

Getting Started

Create First Admin User

Username: admin
Password: sssss
Confirm password: sssss

Full name: administrator

Jenkins 2.60.2 Continue as admin Save and Finish

[36]
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Now we can install custom plugins in Jenkins, navigate to the Manage Jenkins tab, select
Manage Plugins, then navigate to the Available tab. In the Filter: enter the plugin name as
Ansible. Then select the checkbox and click Install without restart:

Update Center [Jenkins] - Mozilla Firefox

£} Update Center [Jenkin: x

< 1.7 0% & | @ 2 »

u& Jenkil‘ls administrator | log out

Jenkins Plugin Manager

4 Backto Dashboard
e Manage Jenkins

; Update Center

Filter: | “% Ansible

Available

Install | Name Version

Ansible plugin

Ansible support in Jenkins

W Download now and install after restart Update information abtained: 38 min ago
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Now we are ready to work with the Ansible plugin for Jenkins. Create a new project in the
main dashboard, give it a name, and select Freestyle project to proceed:

.@ Jenkins administrator | log out

Jenkins All

Enter an item name

automation|

» Required field

ik Freestyle project
§ This s the central feature of Jenkins. Jenkins will build your project, combining any

SCM with any build system, and this can be even used for something other than
software build.

Now we can configure the build options, this is where Jenkins will give us more flexibility
to define our own triggers, build instructions, and post build scripts:

Build
Build

Invoke Ansible Ad-Hoc Command n
Host pattern 127.0.0.1 @
Inventory = Do not specify Inventory

File or host list

Inline content
Module ping (7]
Meodule arguments or command to execute | | 'i.r«'

— i

Credentials -none- ¥ = Add -i?-
sudo @

The preceding screenshot is an example of a build invoking an Ansible ad-hoc command.
This can be modified to ansible-playbook or any other scripts based on certain events.

[38]
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The Jenkins Ansible plugin also provides useful features such as
configuring advanced commands and passing credentials, keys from

Jenkins itself.

Once the build triggers based on an event, this can be sent to some artifact storage, it can
also be available in the Jenkins build console output:

Jenkins automation

4 Back fo Project
| Status

= Changes

B Console Output

E View as plain text [WARNING] :

= Edit Build Information

(9 Delete Build

}

Finished:

@Console Output

Started by user administrator
Building in workspace /var/lib/jenkins/workspace/automation
[automation] § ansible 127.6.8.1 -m ping -f 5
Host file not found: fetc/ansible/hosts
[WARNING]: provided hosts list is empty, only localhost is available
127.0.08.1 | SUCCESS == {

"changed": false,

"ping": "pong"

SUCCESS

This is a really very powerful way to perform dynamic operations such as triggering
automated server and stacks setup based on a code push to the repository, as well as

scheduled scans and automated reporting.

Setting up Rundeck

The following Ansible playbook will set up Rundeck on the Ubuntu 16.04 OS. It also adds

the Rundeck service to start up the process:

- name:
hosts: "192.168.1.7"
remote_user: ubuntu
gather_facts: False
become: True

tasks:
— name: installing python2 minimal
raw: test —-e /usr/bin/python ||

python-minimal)

- name: Jjava and curl installation
apt:
name: "{{ item }}"

[39]
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state: present
update_cache: yes

with_items:
- curl
- openjdk-8-jdk

- name: downloading and installing rundeck deb package
apt:
deb:
"http://dl.bintray.com/rundeck/rundeck-deb/rundeck-2.8.4-1-GA.deb"

— name: add to startup and start rundeck
service:
name: rundeckd
state: started

To set up Rundeck, run the following command. Where 192.168.1.7 is the server IP
address where Rundeck will install:

ansible-playbook -i '192.168.1.7,' site.yml —--ask-sudo-pass

Once it is successfully executed, navigate the browser to http://192.168.1.7:4440 and

you can see the login panel for the Rundeck application. The default username and
password to log in to Rundeck is admin:

Rundeck - Login - Mozilla Firefox

= Rundeck - Login ®
< (D4 192.168.1.7
RUNDECK
Username
admin

Password

Login

Rundeck 2.8.4-1 §%

Rundeck, Inc. Licenses

[40]
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Now we can create a new project to start working on. Provide a new Project Name and go
with the default settings for now:
Create a Project - Mozilla Firefox
= Create a Project

< (i) 192.168.1.7

RUNDECK

Create a new Project

Project Name

automation

Description

Now, we can add multiple hosts into Rundeck to perform multiple actions. The following
screenshot shows an example of running the uname -a command across multiple nodes,
which matches osArch: amd64, we can also create filters for different use cases:

Commands - automation - Mozilla Firefox

ommands - automatic x

@ 192.168.1.7

RUNDECK ~ =automation Jebs Nedes Commands  Activity admin ~  help @

Command: Recent ~ [ESIES]

n Run on 1 Node P
Nodes: [l osaven: amas

1 Node Matched. View in Nodes Page »
1 localhost
@ #4 Succeeded R - I -2 Seroll to Bottom
View Options ¥ Text HTML = [ Download

localhost Linux ubuntu 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux

@ running @® recent @ failed A by you

Rundeck 28.4-1 §§

Rundeck, Inc Licenses
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Using Rundeck, we can also schedule jobs to run at certain times and store the output in
different formats. Rundeck also provides a REST API that can be integrated into the existing
tool set.

Security automation use cases

Now that once we have the tools set up, let's go through some of the standard tasks that
allow us to do useful things with them. In case you haven't noticed, we love lists. Here is a
list of tasks that will prepare you to build layers of automation for the stuff that is important
to you:

1. Adding playbooks or connecting your source code management (SCM) tools,
such as GitHub/GitLab/BitBucket

Authentication and data security
Logging output and managing reports for the automation jobs
Job scheduling

S

Alerting, notifications, and webhooks

Adding playbooks

When starting out, either we would like to add our custom playbooks to the IT automation
tools or we may be adding them to SCM tools such as GitHub, GitLab, and BitBucket. We
will configure and add our playbooks to all of the three tools being discussed here.

Ansible Tower configuration

Ansible Tower has multiple features to add playbooks to perform scheduling and
execution. We will see how we can add custom written playbooks (manual) and add
playbooks from version control systems such as Git. Pulling playbooks from Ansible
Galaxy as well. Ansible Galaxy is your hub for finding, reusing, and sharing the best
Ansible content.

To add playbooks into Ansible Tower, we have to start by creating projects, then select
the SCM TYPE as Manual, and add the playbooks that already exist.

[42]
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Warning: There are no available playbook directories in
/var/lib/awx/projects. Either that directory is empty, or all of the
contents are already assigned to other projects. Create a new directory
there and make sure the playbook files can be read by the awx system
user, or have Tower directly retrieve your playbooks from source control
using the SCM type option previously discussed.

We can choose the SCM TYPE set to Git and provide a github.com URL pointing to a
playbook:

0 TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin -] = & [0)
PROJECTS / helloworld
helloworld
DETAILS PERMISSIONS NOTIFICATIONS
*NAME DESCRIPTION * ORGANIZATION
helloworld Q  Default
*SCMTYPE
Git
SOURCE DETAILS
*SCM URL SCM BRANCH SCM CREDENTIAL
https://github.com/ansible/ansible-tower-samples Q
SCM UPDATE OPTIONS
“)Clean
| Delete on Update
@ Update on Launch
CACHE TIMEQUT (SECONDS)
) §
CANCEL SAVE

Git SCM to add playbooks into projects

We can also change the PROJECTS_R0OOT under CONFIGURE TOWER to
change this location.

The added playbooks are executed by creating a job template. Then we can schedule these
jobs (or) we can launch directly:
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Following is the screenshot of a new job template creation for playbook execution:

TEMPLATES

NEW JOB TEMPLATE

*NAME

helloworld

* INVENTC

Q  automation

~JPrompt on launch

* MACHINE

ENTIAL
Q_ automation
Prompt on launch
FORKS

o

JOB TAGS

Prompt on launch

O vamL

CREATE JOB TEMPLATE

JSON

* PROJEC
Q  helloworld

CLOUD CREDENTIA
Q

umiT

Prompt on launch

BOOK

hello_world.ymi

NETWORK CREDENTIAL

0 (Normal)

Prompt on launch

SKIP TAGS

Prompt on launc

OPTIONS
“Enable Privilege Escalation
/Allow Provisioning Callbacks
Enable Concurrent jobs

Playbook execution job template

A job run is successful with output in the following screenshot:

JOBS / 10 - helloworld

DETAILS
STATUS

STARTED
FINISHED
TEMPLATE
JOBTYPE
LAUNCHED BY
INVENTORY
PROJECT

REVISION

PLAYBOOK

MACHINE CREDENTIAL
FORKS

VERBOSITY

EXTRA VARIABLES @

® Successful
8/5/2017 7:19:12PM
8/5/2017 7:19:25 PM
helloworld

Run

admin

automation

® helloworld

347e44fead36c94d5f60e544de006453ee5c7
lad

hello_world.ym!
automation
0

0 (Normal)

helloworld PLAYS @B TASKS @B HOSTS @B ELAPSED X &
Q | KeY
e
SSH password: 3
PLAY [Hello World Sample] * 19:19:21
rAsKilTGathe gl ErCEs [ e e e A 19:19:21
2.168.1.11]
PLAY RECAP ** 19:19:24
192.168.1.11 k=2 changed=0  unreachable=e  failed=0
TASK [HELLO Message] *%++%++%estssssssssssssssssssssssssssssnssrsssssnssnssssnre 10:10:24
[192.16

1.11]

Playbook execution output in Ansible Tower
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Jenkins Ansible integration configuration

Not surprisingly, Jenkins supports SCM to use playbooks and local directories for manual
playbooks too. This can be configured with the build options. Jenkins supports both ad-hoc
commands and playbooks to trigger as a build (or) post-build action.

The following screenshot shows how we can point our repository and specify a branch as
well. We can also specify credentials if we want to access private repositories:

Source Code Management

None

O cit
Repositories - @
Repository URL | hitps/github.cem/ansible/ansible-tower-samples ©
Credentials -none - j = Add
Advanced...
Add Repository
Branches to build n _
Branch Specifier (blank for'any’) | */master @
Add Branch
Repository browser (Auto) j @

Additional Behaviours Add ~

Subversion @

Adding Github (SCM) based playbooks for build
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Then we can add the Playbook path by specifying the location of the playbook and defining
inventory and variables as required:

Build
Invoke Ansible Playbook n
Playbook path | ${WORKSPACE hello_worid.yml @
Inventory Do not specify Inventory
File or host list
© Inline content
Dynamic inventory [ @
Content [all]
192.168.1.11
Host subset @
Credentials vagrant/****** j o Add @
sudo G)
Advanced...

Start playbook execution when build triggers

[46]

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Ansible Tower, Jenkins, and Other Automation Tools Chapter 2

Finally, we can execute the Jenkins job by triggering the Jenkins build (or) we can integrate
this with other tools:

# Jenkins

Jenkins automation #13

@  administrator | log out

# Back to Project

p
O, status @Console Output
=~ Changes
Started by user administrator
B Console Output Building in workspace /var/lib/jenkins/workspace/automation
~ View as plain text > git rev-parse --is-inside-work-tree # timeout=10

Fetching changes from the remote Git repository

"= Edit Build Information X X = > i i i
> git config remote.origin.url https://github.com/ansible/ansible-tower-samples # timeout=10

@ Delete Build Fetching upstream changes from https://github.com/ansible/ansible-tower-samples

Q}GitBui\d Data > git --version # timeout=10

NoTags using GIT_ASKPASS to set credentials

L2 > git fetch --tags --progress https://github.com/ansible/ansible-tower-samples +refs/heads
4 Previous Build /*:refs/remotes/origin/*

> git rev-parse refs/remotes/origin/master*{commit} # timeout=10

> git rev-parse refs/remotes/origin/origin/master~{commit} # timeout=10

Checking out Revision 347e44feaf®36c94d5f60e544deB@06453ee5c71ad (refs/remotes/origin/master)
Commit message: "Initial hello world playbook"

> git config core.sparsecheckout # timeout=10

> git checkout -f 347e44feab36c94d5f60e544de006453ee5c71ad

> git rev-list 347ed44fea036c94d5760e544de006453ee5c71ad # timeout=10

[automation] $ sshpass ******%¥%* ansible-playbook /var/lib/jenkins/workspace/automation
/hello_world.yml -i /tmp/inventoryl1378971762319225309.ini -f 5 -u vagrant -k

® Next Build

PLAY [Hello World Sample] #*¥krksidsssikidssirikihsirihitfiirihihtimhiitittirs

GATHERING FACTS %k ok ok ook ook ook skobok ok ok ook ok ok ook ok ok ok ok ok o ok ok ok ok ok R kK

ok: [192.168.1.11]

TASK: [Hello Message] **#xkkddkrhsartdrihdhrdrrhtihidrtthhdtrrtrhtsrtssrrsss

ok: [192.168.1.11] => {
"msg": "Hello World!"

}

PLAY RECAP RERKRRKAREERERRRRKRRERARRRRRRKARERRERRRRRRRERRER KRR RRR KRR R RARRRKRRRKKE
192.168.1.11 1 ok=2 changed=0 unreachable=0 failed=0

Finished: SUCCESS

Jenkins build output of playbook execution
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Rundeck configuration

Rundeck supports adding custom playbooks, as well as SCM and many other options. The
following screenshots show different options to add playbooks and modules in Rundeck
using the jobs feature.

Job Name

Description

Options:

Workflow:

helloworld

Edit
1

The first line of the description will be shown in plain text, the rest will be rendered with Markdown. More »
[ oo oo o]
=+ Add an option

It a step fails: o Stop at the failed step. ) Run remaining steps before failing.
Strategy: Node First j
Execute all steps on a node before proceeding to the next node

Explain »

Global Log Filters:
+ add

EETEL] 4 Revert All Changes

# Ansible Playbook Runs an Ansible Playbook.
Playbook: fvar/rundeck/projects/automation/playbooks/hello_world.yml

=+ Add a step

Edit Job ® Upload Definition...

o x o

Rundeck has multiple options for us to choose from

[48]

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Ansible Tower, Jenkins, and Other Automation Tools

Chapter 2

Workflow: If a step fails: (] Stop at the failed step. ") Run remaining steps before failing.
Strategy: Node First ~|

Execute all steps on a node before proceeding to the next node

Explain »

Global Log Filters:
+ add

Ansible Playbook
Runs an Ansible Playbock.

Playbook  /varrundeck/projects/automation/playbooks/hello_world.yml

Path to a playbook

Extra Variables ||

Set additional playbook YAML or JSON variables.

Vault Key File path
File Path to the ansible vault Key to use

Vault Pass Storage

Path Path to the Vault Key to use within Rundeck Storage. E.g. "keys/path/ansible.vault”

Extra Ansible

arguments  Additional ansible raw command line arguments to be appended to the executed command.

Rundeck Ansible Playbook configuration for variables and keys
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W helloworld = Action -
Prepare and Run... Definition

P
Steps: # Ansible Playbook

Playbook: /var/rundeck/projects/automation/playbooks/hello_world.yml

Stop at the failed step.

& Node First

Nodes: hostname: 192.168.1.11 =
1 Node
Fail the step without running on any remaining nodes.
name in ascending
Target nodes are selected by default

Created: 10h51mago

Rundeck job definition including overview of job details

Authentication and data security

When we talk about automation and working with systems, we should talk about security.
We are going to keep talking about security automation as that is the title of the book.

Some of the security features the tools offer include:

e RBAC (authentication and authorization)
e Web application over TLS/SSL (security for data in motion)
¢ Encryption for storing secrets (security for data at rest)

[50]
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RBAC for Ansible Tower

Ansible Tower supports RBAC to manage multiple users with different permissions and
roles. It also supports Lightweight Directory Access Protocol (LDAP) integration in the
enterprise version to support Active Directory. This feature allows us to create different

levels of users for accessing Ansible Tower. For example:

e The operations team requires a system administrator role to perform playbook
execution and other activities like monitoring

¢ The security team requires a system auditor role to perform audit check for
compliance standards such as Payment Card Industry Data Security Standard

(PCI DSS) or even internal policy validation
e Normal users, such as team members, might just want to see how things are
going, in the form of status updates and failure (or) success of job status

SETTINGS / ORGANIZATIONS / Default / USERS

Default

DETAILS USERS NOTIFICATIONS

a | KEY +ADD

USER = ROLE

alice

ITEMS 1-40F4

Users can be assigned to different types of roles
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TLS/SSL for Ansible Tower

By default, Ansible Tower uses HTTPS using self-signed certificates at
/etc/tower/tower.cert and /etc/tower/tower.key, these can be configured in the
setup script. We can also update this later with the same filenames.

For more information visit http://docs.ansible.com/ansible-tower/
latest/html/installandreference/install_notes_regs.

html#installation—notes.

Encryption and data security for Ansible Tower

Ansible Tower has been created with built-in security for handling encryption of credentials
that includes passwords and keys. It uses Ansible Vault to perform this operation. It
encrypts passwords and key information in the database.

Read more at http://docs.ansible.com/ansible-tower/latest/html/

userguide/credentials.html.

RBAC for Jenkins

In Jenkins, which is a more generic tool, we can extend its functionality by using a plugin.
The Role Strategy Plugin is a community plugin to manage roles for Jenkins. Using it, we
can create different access level controls for users and groups:

[52]
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&= | Manage and Assign Roles

Global roles
Overall Credentials Agent Job Run View SCM
5
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Rl S 2 998§ 2253983283388z 22038325¢8 72
za53g3=2€352zz253¢€E5835878ze588¢
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2
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& audit GO000®OBO0O000008MO000EEO 008008 @ =

Role strategy plugin of Jenkins

Roles usually need to align with the team settings and business requirements. You may
want to fine-tune this per your requirements.

Read more at https://wiki.jenkins.io/display/JENKINS/
Role+Strategy+Plugin.

TLS/SSL for Jenkins

By default, Jenkins runs as plain old HTTP. To enable HTTPS, we can use a reverse proxy,
such as Nginx, in front of Jenkins to serve as HTTPS.

For reference, visit https://www.digitalocean.com/community/
tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-

reverse-proxy.

Encryption and data security for Jenkins

We are using Jenkins' default credential feature. This will store the keys and passwords in
the local filesystem. There are also different plugins available for Jenkins to handle this,
such as https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin.

[53]



https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://wiki.jenkins.io/display/JENKINS/Role+Strategy+Plugin
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://www.digitalocean.com/community/tutorials/how-to-configure-jenkins-with-ssl-using-an-nginx-reverse-proxy
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://wiki.jenkins.io/display/JENKINS/Credentials+Plugin
https://technet24.ir
https://technet24.ir

Ansible Tower, Jenkins, and Other Automation Tools Chapter 2

The following screenshot is a reference to show how we can add credentials in Jenkins:

a Jenkins Credentials Provider: Jenkins
@= Add Credentials
Domain | opal credentials (unrestricted) j
Kind Username with password j
Scope Global (Jenkins, nodes, items, all child items, efc) jﬁ
Usemame .o @
Password  ,q000eee ®
D ®
Description ®
Add Cancel

RBAC for Rundeck

Rundeck also provides RBAC as Ansible Tower. Unlike Tower, here we have to configure
using the YAML configuration file in /etc/rundeck/.

The following code snippet is an example of creating an admin user policy:

description: Admin, all access.

context:

application: 'rundeck'

for:

resource:

- allow: '*' # allow create of projects
project:

- allow: '*' # allow view/admin of all projects

project_acl:

- allow: '*' # allow all project-level ACL policies

storage:

- allow: '*' # allow read/create/update/delete for all /keys/* storage
content
by: group: admin

For more information about creating different policies, visit http://

rundeck.org/docs/administration/access—-control-policy.html.

[54]
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HTTP/TLS for Rundeck

HTTPS can be configured for Rundeck using the /etc/rundeck/ssl/ssl.properties
file:

keystore=/etc/rundeck/ssl/keystore
keystore.password=adminadmin
key.password=adminadmin
truststore=/etc/rundeck/ssl/truststore
truststore.password=adminadmin

For more information, visit http://rundeck.org/docs/administration/
0 configuring-ssl.html.

Encryption and data security for Rundeck

Credentials, such as password and keys, are stored in local storage and encrypted and use
the Rundeck key store to encrypt and decrypt. This also supports different key store plugins
to use key storage, such as the storage converter plugin. Access to the keys in the storage
facilities is restricted by use of the access control list (ACL) policies.

Output of the playbooks

Once the automation jobs have finished, we would like to know what happened. Did they
run completely, were there any errors faced, and so on. We would like to know where can
we see the output of the playbooks executing and if any other logs that get created.

Report management for Ansible Tower

By default, Ansible Tower itself is a reporting platform for the status of the playbooks, job
executions, and inventory collection. The Ansible Tower dashboard gives an overview of
the total projects, inventories, hosts, and status of the jobs.
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The output can be consumed in the dashboard, standard out, or by using the REST

API and we can get this via tower-cli command line tool as well, which is just a pre-built

command line tool for interfacing with the REST APIL.

DASHBOARD
JOB STATUS v v
5
8
e
orrzz
O SUCCESSFUL 5
! O FAILED (]
o &
06/22 a7 A0 7012 0722
TIME
Ansible Tower dashboard

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Ansible Tower, Jenkins, and Other Automation Tools

Chapter 2

STANDARD OUT

Ansible Tower standard output

eTOWER REST API

REST APl / Version1 / Ping
Ping

GET /api/v1l/ping

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

X-API-Node: localhost
X-API-Time: 0.007s

"instances"
"node": "localhost"
"heartbeat": "2017-08-05T05:28:42.794Z"
"version": "3.1.4"

"capacity": 50

"ha": false
"version": "3.1.4-0.¢it201707091359"
"active_node": "localhost"

OPTIONS

GET

Ansible Tower REST API
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Report management for Jenkins

Jenkins provides both standard output and REST API for managing reporting. Jenkins has a
very large community and there are multiple plugins available, such as HTML Publisher

Plugin and Cucumber Reports Plugin.

These plugins provide visual representation of the output:

Jenkins automation #7

i _““_MHMTH'”““““' "ansible facts": {

@ Delete Build "ansible all ipv4 addresses": [
éa Previous Build "10.0.2.15",

"192.168.1.9"

1,

"ansible all ipv6 addresses": [
"fe80::a00:27ff:fel6:bdbl",
"feB80::a00:27ff:fe58:b825"

1.

"ansible architecture": "x86 64",
"ansible bios date": "12/01/2006",
"ansible_bios_version": "VirtualBox"

"ansible_cmdline": {
"BOOT_IMAGE": "/boot/vmlinuz-3.13.0-125-generic",
"console": "ttyse",
"ro": true,
"root": "UUID=1c5f6a99-2067-4876-8b63-50371af71al6"
+
"ansible_date_time": {
"date": "2017-08-05",

"day": "@5",
"epoch": "1501917853",
"hour": "07",

"iso8601": "2017-08-05T07:24:13Z",
"is08601 micro": "2017-08-05T07:24:13.575228Z",

"minute": "24",
"month": "@8",
"second": "13",
“time": "07:24:13",
“tz": "uUTC",
"tz_offset": "+0000",
"year": "2017"

+

"ansible_default_ipv4": {
"address": "10.0.2.15",
"alias": "eth®",
"gateway": "10.0.2.2",

"interface": "eth®",
"macaddress": "08:00:27:16:bd:b0",
"mtu": 1500,

Standard output by the Jenkins job console

[581]
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Report management for Rundeck
Rundeck also provides both a standard output and a REST API to query the results:

Command: df-h n Run on 1 Node P
Nodes: . osName: Linux

1 Node Matched. View in Nodes Page »
m localhost
@ #3 Succeeded . df -h Scroll to Bottom ¥
View Options » Text HTML & Download
localhost Filesystem Size Used Avail Use% Mounted on
udev 493M 12K 493M 1% /dev
tmpfs 100M 376K 100M 1% /run
/dev/sdal 40 2.3G 36G 6% /
none 4. 0K 0 4.0K 0% /sys/fs/cgroup
none 5.0M 0 5.0M 0% /run/leck
none 497M 0 497M 0% /run/shm
none 100M 0 1l00M 0% /run/user
none 347G 104G 244G 30% /vagrant

@running Orecent  @failed  Lbyyou

Output of a job that can be consumed via stdout, TXT, and HTML formats

Scheduling of jobs

The scheduling of jobs is simple and straightforward in Ansible Tower. For a job, you can
specify a schedule and the options are mostly like cron.

For example, you can say that you have a daily scan template and would like it to be
executed at 4 a.m. every day for the next three months. This kind of schedule makes our
meta automation very flexible and powerful.
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Alerting, notifications, and webhooks

Tower supports multiple ways of alerting and notifying users as per configuration. This can
even be configured to make an HTTP POST request to a URL of your choice using a
webhook:

SETTINGS / NQOTIFICATIONS / CREATE NOTIFICATION TEMPLATE

NEW NOTIFICATION TEMPLATE

* NAME DESCRIPTION * ORGANIZATION
Helloworld-Slack Q  Default
*TYPE
Slack v

TYPE DETAILS
* DESTINATION CHANNELS *TOKEN
#ops SHOW 0000000000000004

CANCEL

Ansible Tower notification using slack webhook

Summary

We completed a whirlwind tour of some IT automation and scheduler software. Our main
aim was to introduce the software and highlight some of its common features.

These features include the following:

¢ Offering encryption for our secrets
¢ Running as per our schedule requirements
¢ The ability to get good reports

[60]
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We already know about Ansible roles that allow us to reuse and create great playbooks.
Coupled with these features, we have a complete automation system ready. Not only we
will be able to run our tasks and jobs as many times as we like, we will get updates on how
they ran. Also, since our tasks run on protected servers, it is important that the secrets we
share for them to run are safe as well.

In the next chapter, we move away from thinking about the mechanics of Ansible
automation to squarely thinking about security automation in specific situations.
Automating our server's patches is the most obvious, and possibly popular, requirement.
We will apply security automation techniques and approaches to set up a hardened
WordPress and enable encrypted backups.
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Setting Up a Hardened
WordPress with Encrypted
Automated Backups

Now that the basic setup is done, let's pick up various security automation scenarios and
look at them one by one.

Everyone would agree that setting up a secure website and keeping it secured is a fairly
common security requirement. And since it is so common, it would be useful for a lot of

people who are tasked with building and managing websites to stay secure to look at that
specific scenario.

websites use WordPress? According to another statistic, 58.7% of all

Are you aware that, according to Wikipedia, 27.5% of the top 10 million
0 websites with known software on the entire web run WordPress.

If there are so many, an automated secure way of setting up and maintaining WordPress
should be useful for some readers.

Even if WordPress is something that doesn't interest you a lot, bear in mind that the overall
steps to set up and secure a LAMP/LEMP stack application are universal.
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For us, setting up a hardened WordPress with encrypted automated backups can be broken
down into the following steps:

Setting up a Linux/Windows server with security measures in place.
Setting up a web server (Apache/Nginx on Linux and IIS on Windows).
Setting up a database server (MySQL) on the same host.

Setting up WordPress using a command-line utility called WP-CLI.

SIS

Setting up backup for the site files and the database which is incremental,
encrypted, and most importantly, automated.

In this chapter, we will do all of this using Ansible playbooks and roles. We will assume
that the server that we plan to deploy our WordPress website on is already up and running
and we are able to connect to it. We will store the backup in an already configured AWS S3
bucket, for which the access key and secret access key is already provisioned.

We will discuss the following topics:

e CLI for WordPress
Why Ansible for this setup?
A complete WordPress installation, step-by-step

Setting up an Apache2 web server

What if you don't want to roll your own? The Trellis stack

Why would we use Trellis, and when is it a good idea to use it?
Enabling TLS/SSL with Let's Encrypt
WordPress on Windows

CLI for WordPress

We will be using a tool called WP-CLI, which allows us to do many things in WordPress
that traditionally require a web browser.

multisite installs, and much more, without using a web browser. For more
information on WP-CLI, visit https://WP-CLI.org/, and for WordPress,

0 WP-CLI is the CLI for WordPress. You can update plugins, configure
visit https://wordpress.org/.
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For example, the following command will download and set up a WordPress:

wp core install # with some options such as url, title of the website etc.
etc.

A Complete example can be found at https://developer.WordPress.org/cli/commands/

core/#examples:

wp core install —--url=example.com —--title=Example —--admin_user=supervisor -
—admin_password=strongpassword ——-admin_email=info(@example.com

This example gives us a glimpse of the power of the WP-CLI tool when invoked from an
Ansible playbook.

Why Ansible for this setup?

Ansible is made for security automation and hardening. It uses YAML syntax, which helps
us to codify our entire process of repeated tasks. By using this, we can automate the process
of continuous delivery and deployment of infrastructure using roles and playbooks.

The modular approach enables us to perform tasks very simply. For example, the
operations teams can write a playbook to set up a WordPress site and the security team can
create another role which can harden the WordPress site.

It is very easy to use the modules for repeatability, and the output is idempotent, which
means creating standards for the servers, applications, and infrastructure. Some use cases
include creating base images for organizations using internal policy standards.

Ansible uses SSH protocol, which is by default secured with encrypted transmission and
host encryption. Also, there are no dependency issues while dealing with different types of
operating systems. It uses Python to perform; this can be easily extended, based on our use
case.

[64]
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A complete WordPress installation step-by-
step

In this section, we will go ahead and do a complete setup of WordPress, the required
database server, hardening, and backup. Our platform of choice is Linux (Ubuntu 16.04)
with nginx web server and with PHP-FPM for PHP runtime. We will use duply to set up
the backups which will get stored in AWS S3.

Setting up nginx web server

Setting up nginx is as simple as sudo apt-get install nginx, but configuring for our
use case and managing the configuration's automated way is where Ansible gives the
power. Let's look at the following snippet of nginx's role from the playbook:

- name: adding nginx signing key
apt_key:
url: http://nginx.org/keys/nginx_signing.key
state: present

— name: adding sources.list deb url for nginx
lineinfile:
dest: /etc/apt/sources.list
line: "deb http://nginx.org/packages/mainline/ubuntu/ trusty nginx"

- name: update the cache and install nginx server
apt:
name: nginx
update_cache: yes
state: present

- name: updating customized templates for nginx configuration
template:
src: "{{ item.src }}"
dest: "{{ item.dst }}"

with_items:
- { src: "templates/defautlt.conf.j2", dst:
"/etc/nginx/conf.d/default.conf" }
notify
- start nginx
- startup nginx
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In the preceding code snippet, we are adding the signing key, then adding the repository,
then installing. This ensures that we can also perform integrity checks while downloading
packages from the repositories.

Then, we are using Jinja2 templating to perform the configuration changes, which can be
predefined in our configuration before updating in the server.

Setting up prerequisites

To set up WordPress CMS, we need to have a database and PHP installed, so we will be
installing MySQL as a database and PHP-FPM for processing.

Setting up MySQL database

We have already seen how to set up MySQL in the previous chapter. Here, we will see how
to create new users and databases for the WordPress application. Then we will apply the
hardening steps via Ansible modules:

- name: create WordPress database
mysqgl_db:
name: "{{ WordPress_database_name }}"
state: present
login_user: root
login_password: "{{ mysgl_root_password }}"

- name: create WordPress database user
mysgl_user:

name: "{{ WordPress_database_username }}"
password: "{{ WordPress_database_password }}"
priv: '"{{ WordPress_database_name }}".*:ALL'

state: present
login_user: root
login_password: "{{ mysgl_root_password }}"

The preceding code snippet describes creating a new database and user and assigning that
user full permission to the WordPress application database using
the mysql_db and mysgl_user modules, respectively.

[66]
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Installing PHP for WordPress setup

The following code snippet uses different modules to perform the installation of PHP and
other required packages. Then it updates the PHP-FPM configuration using

the replace module. Finally, it also updates the nginx configuration to update the PHP-
FPM processing using the template module, and restarts the service to apply the changes:

- name: installing php
apt:
name: "{{ item }}"
state: present
update_cache: yes
with_items:
- php
- php-curl
- php—fpm
- php-mysgl
- php—-xmlrpc

- name: configuring php.ini for php processor

replace:
path: /etc/php5/fpm/php.ini
regex: ';cgi.fix_pathinfo=1"

replace: 'cgi.fix_pathinfo=0"'
backup: yes

- name: enable and restart the php fpm service
service:
name: php7.0-fpm
enabled: yes
state: restarted

- name: update the nginx configuration to support php-fpm
template:
src: "{{ item.src }}"
dest: "{{ item.dst }}"
with_items:
- { src: "defautlt.conf.j2", dst: "/etc/nginx/conf.d/default.conf" }

- name: restart the nginx
service:
state: restarted
name: nginx
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Installing WordPress using WP-CLI

The following code snippet will install and set up WordPress so it is up and running;:

- debug:
msg: ensure you have installed lamp (or) lemp stack

— name: downloading WordPress cli aka wp-cli
get_url:
url:
https://raw.githubusercontent.com/wp-cli/builds/gh-pages/phar/wp-cli.phar
dest: /usr/local/bin/wp
mode: 0755

- name: download latest WordPress locally
command: wp core download
become_user: "{{ new_user_name }}"
args:
chdir: /var/www/html/

- name: WordPress site configuration

command: "wp core config —--dbname={{ WordPress_database_name }} —-
dbuser={{ WordPress_database_username }} ——dbpass={{
WordPress_database_password }}

- name: information for WordPress site

command: "wp core install —--url={{ WordPress_site_name }} ——-title={{
WordPress_site_title }} —-—admin_user={{ WordPress_admin_username }} ——
admin_password={{ WordPress_admin_password }} —-—admin_email={{
WordPress_admin_email }}"

Hardening SSH service

This will be like a more traditional approach, with a modern automated method, using
Ansible. Some of the items included here are:

¢ Disabling the root user login, and instead creating a different user, and, if
required, providing the sudo privilege:

- name: create new user

user:
name: "{{ new_user_name }}"
password: "{{ new_user_password }}"
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shell: /bin/bash
groups: sudo
append: yes

¢ Using key-based authentication to log in. Unlike with password-based
authentication, we can generate SSH keys and add the public key to the
authorized keys:

— name: add ssh key for new user
authorized_key:
user: "{{ new_user_name }}"
key: "{{ lookup('file', '/home/user/.ssh/id_rsa.pub') }}"
state: present

¢ Some of the configuration tweaks using the SSH configuration file; for
example, PermitRootLogin, PubkeyAuthentication, and
PasswordAuthentication:

- name: ssh configuration tweaks
lineinfile:
dest: /etc/ssh/sshd_config
state: present
line: "{{ item }}"
backups: yes

with_items:
- "PermitRootLogin no"
- "PasswordAuthentication no"

notify:
- restart ssh

e We can also set up services like fail2ban for protecting against basic attacks.

¢ Also, we can enable MFA, if required to log in. For more information, visit
https://www.digitalocean.com/community/tutorials/how-to-set—up-multi-

factor—authentication-for-ssh-on-ubuntu-16-04.

The following playbook will provide more advanced features for SSH hardening by dev-sec
team: https://github.com/dev-sec/ansible-ssh-hardening
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Hardening a database service

We have seen setting up the database. The following code snippet shows how we can
harden the MySQL service by binding it to localhost and the required interfaces for
interacting with the application. It then removes the anonymous user and test databases:

— name: delete anonymous mysgl user for localhost
mysgl_user:

user: ""
state: absent
login_password: "{{ mysgl_root_password }}"

login_user: root

— name: secure mysgl root user
mysgl_user:

user: "root"

password: "{{ mysqgl_root_password }}"

host: "{{ item }}"

login_password: "{{ mysgl_root_password }}"

login_user: root

with_items:
- 127.0.0.1
- localhost
- ::1
- "{{ ansible_fqgdn }}"

- name: removes mysgl test database
mysqgl_db:
db: test
state: absent
login_password: "{{ mysgl_root_password }}"
login_user: root

Hardening nginx
Here, we can start looking at things like disabling server tokens to not display version
information, adding headers like X-XSs-Protection, and many other configuration

tweaks. Most of these changes are done via configuration changes, and Ansible allows us to
version and control and automate these changes based on user requirements:

¢ The nginx server version information can be blocked by adding
the server_tokens off; value to the configuration
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e add_header X-XSS-Protection "1; mode=block"; will enable the cross-
site scripting (XSS) filter

e SSLv3 can be disabled by adding ss1_protocols TLSvl TLSv1.1 TLSv1.2;
e This list can be pretty large, based on the use case and scenario:

The following code snippet contains nginx configuration template for updating the
hardened nginx configuration changes:

- name: update the hardened nginx configuration changes
template:
src: "hardened-nginx-config.j2"
dest: "/etc/nginx/sites—available/default"

notify:
- restart nginx

Mozilla runs an updated web page on guidance for SSL/TLS at https://
wiki.mozilla.org/Security/Server_Side_TLS.TTKEguidance(ﬁfersan
opinion on what cipher suites to use, and other security measures.
Additionally, if you trust their judgment, you can also use their SSL/TLS
configuration generator to quickly generate a configuration for your web
server configuration. For more information, visit https://mozilla.

github.io/server—-side-tls/ssl-config—generator/.

Whichever configuration you decide to use, the template needs to be named as hardened-
nginx-config.j2.

Hardening WordPress

This includes basic checks for WordPress security misconfigurations. Some of them include:
e Directory and file permissions:

- name: update the file permissions
file:
path: "{{ WordPress_install_directory }}"
recurse: yes
owner: "{{ new_user_name }}"
group: www—-data

- name: updating file and directory permissions
shell: "{{ item }}"
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with_items:
- "find {{ WordPress_install_directory }} -type d —-exec chmod
755 {} \;"

- "find {{ WordPress_install_directory }} -type f -exec chmod
644 {} \;"

¢ Username and attachment enumeration blocking. The following code snippet is
part of nginx's configuration:

# Username enumeration block
if ($args ~ "*~/?author=([0-9]*)"){
return 403;

}

# Attachment enumeration block
if (Squery_string ~ "attachment_id=([0-9]*)"){
return 403;

}
» Disallowing file edits in the WordPress editor:

- name: update the WordPress configuration
lineinfile:
path: /var/www/html/wp—-config.php
line: "{{ item }}"
with_items:
- define ('FS_METHOD', 'direct');
- define ('DISALLOW_FILE_EDIT', true);

There are many other checks we can add as the configuration changes and updates.

Hardening a host firewall service

The following code snippet is for installing and configuring the uncomplicated firewall
(UFW) with its required services and rules. Ansible even has a module for UFW, so the
following snippet starts with installing this and enabling logging. It follows this by adding
default policies, like default denying all incoming and allowing outgoing.

Then it will add SSH, HTTP, and HTTPS services to allow incoming. These options are

completely configurable, as required. Then it will enable and add to startup programs that
apply the changes:

- name: installing ufw package
apt:
name: "ufw"
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update_cache:
state: present

yes

- name: enable ufw logging

ufw:

logging: on

name: default ufw setting

ufw:
direction: "{{ item.direction }}"
policy: "{{ item.policy }}"

with_items:
{ direction:
{ direction:

'incoming',
'outgoing',

- name: allow required ports to acces
ufw:
rule: "{{ item.policy }}"
port: "{{ item.port }}"
proto: "{{ item.protocol }}"

with_items:

- { port: "22", protocol: "tcp",
- { port: "80", protocol: "tcp",
- { port: "443", protocol: "tcp",
- name: enable ufw
ufw:
state: enabled
- name: restart ufw and add to start
service:
name: ufw
state: restarted

enabled: yes

policy:
policy:

'deny' }

'allow' }
S server
policy: "allow" }
policy: "allow" }
policy: "allow" }

up programs

Setting up automated encrypted backups in AWS

S3

Backups are always something that most of us feel should be done, but they seem quite a
chore. Over the years, people have done extensive work to ensure we can have simple

enough ways to back up and restore our data.
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In today's day and age, a great backup solution/software should be able to do the following:

Feature Remark
Automated Automation allows for process around it
Incremental While storage is cheap overall, if we want backups at
five minute intervals, what has changed should be backed up

Encrypted before it  |This is to ensure that we have security of data at rest and in
leaves our server motion
Chea While we care about our data, a good back up solution will be

p much cheaper than the server which needs to be backed up

For our backup solution, we will pick up the following stack:

Software |Duply - A wrapper over duplicity, a Python script
Storage While duply offers many backends, it works really well with AWS 53
Encryption | By using GPG, we can use asymmetric public and private key pairs

The following code snippet is to set up duply for encrypted automated backups from the
server to AWS S3:

- name:
apt:

installing duply

name: "{{ item }}"

update_cache: yes

state: present
with_items:

- python-boto

- duply

— name:
stat:

check if we already have backup directory

path: "/root/.duply/{{ new_backup_name }}"
register: duply_dir_stats

- name:
shell:
when:

— nhame:

create backup directories

duply {{ new_backup_name }} create

duply_dir_stats.stat.exists == False

update the duply configuration

template:
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src: "{{ item.src }}"
dest: "{{ item.dest }}"
with_items:
- { src: conf.j2, dest: /root/.duply/{{ new_backup_name }}/conf }
- { src: exclude.j2, dest: /root/.duply/{{ new_backup_name }}/exclude }

- name: create cron Jjob for automated backups
template:
src: duply-backup.j2
dest: /etc/cron.hourly/duply-backup

Executing playbook against an Ubuntu 16.04
server using Ansible Tower

Once we are ready with the playbook and updating the variables as required, we can go
ahead and execute the playbook. Before that, we have to create the template in Ansible
Tower to perform this operation.

L]
L}
(]

@ TOWER  PROECTS  INVENTORES ~ TEMPLATES  JOBS @ admin &
TEMPLATES / wordpress-setup

wordpress-setup

EBDEY | coMPLETEDJOBS | | PERMISSIONS | | NOTIFICATIONS

*NAME DESCRIPTION *JOB TYPE
wordpress-setup Run
Prompt on launch

*INVENTORY *PROJECT *PLAYBOOK
Q  website-server Q wordpress siteyml

Prompt on launct
* MACHINE CREDENTIA! CLOUD CREDENTIA NETWORK CREDENTIA!
Q  website-server Q Q

Prompt on launch
FORKS umir *VERBOSITY

0 0(Normal)

Prompt on launch

JOBTAGS SKIP TAGS OPTIONS

Enable Privilege Escalation
Allow Provisioning Callbacks
Enable Concurrent jobs

Prompt on launch Prompt on launch

Ansible Tower job template for WordPress setup playbook
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@Qower  PROECTS

INVENTORIES ~ TEMPLATES ~ JOBS

JOBS / 20 - wordpress-setup

DETAILS
STATUS

STARTED
FINISHED

TEMPLATE

JOBTYPE

LAUNCHED BY
INVENTORY

PROJECT

PLAYBOOK

MACHINE CREDENTIAL
FORKS

VERBOSITY

EXTRAVARIABLES @

# © wordpress-setup
Running

9/5/2017 6:39:56 PM
Not Finished
wordpress-setup
SSH password:
Run
admin PLAY [setting

website-server

TASK [common :

wordpress
siteyml

TASK [nginx :
website-server [ng:

0

0 (Normal) TASK [nginx :

TASK [nginx :

TASK [nginx :

TASK [nginx :

@ admin &

PLAYS @B TASKS @@ HOSTS @B ELAPSED @WIED X

Q | KeY

e

upRHond oS SEs ta K] R e e S S S 18:39:58
Hinstallfpy thon k2 | i S 18:39:58
STEECINLITE) MEFTYs SERER] SOESSttnnatainaainnninng 18:40:38
CENFEEIRITY SR e Seoosetasataonaatunnaotiaonatonsaotanons 18:41:05
(FECIVAITTY bl G ikl @ [riyg] Sesoeanmmanaatntaininunincgt 18:41:07
adding symlink for Sites] *++++estsrsssesssrersrsrsserararsvsrsrss 18:41:68
HddingIngindtolletarptpRandine s Ea T R 18:41:08

WordPress setup playbook job execution

Justanother WordPr

POSTS

SEPTEMBER 5, 2017

Hello world!

Welcome to WordPress. This is your first post. Edit or deleteit, then

start writing!

RECENT POSTS

Hello world!

RECENT COMMENTS

A WordPress Commenter on Hello world!

ARCHIVES

‘WordPress website with HTTPS
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Secure automated the WordPress updates

The following code snippet is to run the backups and update WordPress core, themes, and
plugins. This can be scheduled via an Ansible Tower job for every day:

— name: running backup using duply
command: /etc/cron.hourly/duply-backup

— name: updating WordPress core
command: wp core update
register: wp_core_update_output
ignore_errors: yes

- name: wp core update output
debug:
msg: "{{ wp_core_update_output.stdout }}"

— name: updating WordPress themes
command: wp theme update --all
register: wp_theme_update_output
ignore_errors: yes

- name: wp themes update output
debug:
msg: "{{ wp_theme_update_output.stdout }}"

- name: updating WordPress plugins
command: wp plugin update --all
register: wp_plugin_update_output
ignore_errors: yes

- name: wp plugins update output
debug:
msg: "{{ wp_plugin_update_output.stdout }}"
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Scheduling via Ansible Tower for daily updates

Ansible Tower allows us to schedule jobs to run automatically against servers. We can
configure this in templates by configuring the start date and repeat frequency to execute the
playbook.

TEMPLATES / wordpress-server-auto-updates / SCHEDULES / CREATE SCHEDULE

wordpress-auto-updates

* NAME * START DATE * START TIME (HH24:MM:55)
wordpress-auto-updates B 9/06/2017 0 HL Clo
* LOCAL TIME ZONE * REPEAT FREQUENCY
Asia/Kolkata N Day -
FREQUENCY DETAILS
* EVERY * END
1 ~| DAYS Never N

SCHEDULE DESCRIPTION

every day
OCCURREMCES (Limited to first 10) DATE FORMAT QLOCALTIME uTc

9/6/2017 00:00:00 15T
9/7/2017 00:00:00 15T
9/8/2017 00:00:00 IST
9/9/2017 00:00:00 15T
9/10/2017 00:00:00 IST
9/11/2017 00:00:00 IST
9/12/2017 00:00:00 IST
9/13/2017 00:00:00 IST
9/14/2017 00:00:00 IST
9/15/2017 00:00:00 IST

EXTRAVARIABLES @YAML JSON

conce. | ([N

Ansible Tower job scheduling for automated WordPress updates
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Otherwise, we can use the cron job template to perform this daily and add this template
while deploying the WordPress setup:

#!/bin/bash

/etc/cron.hourly/duply-backup
wp core update

wp theme update --all

wp plugin update —--all

Setting up Apache2 web server

We have already seen this in our LEMP stack setup, and it's very similar. But here, we have
to use the required modules for working with WordPress. The following code snippet
shows how we can use templating to perform configuration updates in the server:

- name: installing apache2 server
apt:
name: "apache2"
update_cache: yes
state: present

- name: updating customized templates for apache2 configuration

template:
src: "{{ item.src }}"
dest: "{{ item.dst }}"
mode: 0644

with_tems:
- { src: apache2.conf.j2, dst: /etc/apache2/conf.d/apache2.conf }
- { src: 000-default.conf.j2, dst: /etc/apache2/sites-available/000-
default.conf }
- { src: default-ssl.conf.j2, dst: /etc/apache2/sites-
available/default-ssl.conf }

— name: adding custom link for sites-enabled from sites-available
file:
src: "{{ item.src }}"
dest: "{{ item.dest }}I"
state: link
with_items:
- { src: '/etc/apache2/sites—available/000-default.conf', dest:
'/etc/apache2/sites—enabled/000-default.conf' }
- { src: '/etc/apache2/sites—available/default-ssl.conf', dest:
'/etc/apache2/sites—enabled/default-ssl.conf' }
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notify:
- start apache?2
- startup apache?2

Enabling TLS/SSL with Let's Encrypt

We can use a command-line tool offered by Let's Encrypt to get free SSL/TLS certificates in

an open, automated manner.

The tool is capable of reading and understanding an nginx virtual host file and generating
the relevant certificates completely automatically, without any kind of manual intervention:

- name: adding certbot ppa
apt_repository:
repo: "ppa:certbot/certbot"

- name: install certbot
apt:
name: "{{ item }}"
update_cache: yes
state: present

with_items:
- python-certbot-nginx

- name: check if we have generated a cert already
stat:

path: "/etc/letsencrypt/live/{{ website_domain_name }}/fullchain.pem"

register: cert_stats

- name: run certbot to generate the certificates

shell: "certbot certonly —--standalone -d {{ website_domain_name }} -
email {{ service_admin_email }} --non-interactive --agree-tos"
when: cert_stats.stat.exists == False

— name: configuring site files
template:
src: website.conf
dest: "/etc/nginx/sites—available/{{ website_domain_name }}"

— name: restart nginx
service:
name: nginx
state: restarted
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Let's Encrypt has become an extremely popular and secure way of enabling SSL/TLS on a
website.

SSL/TLS certificates in an automatic manner. For more information,
visit https://letsencrypt.org/2017/06/28/hundred-million-certs.

0 By the end of June 2017, Let's Encrypt had issued over 100 million free
html.

What if you don't want to roll your own? The
Trellis stack

Trellis stack is a way for development teams to have a local staging and production setup
for WordPress websites.

Trellis is an open source MIT license set of Ansible playbooks for a
0 WordPress LEMP stack.

Why would we use Trellis, and when is it a good
idea to use it?

Trellis is a full-fledged project, based on various tools held together by Ansible. In many
ways, it is a better alternative to using the playbook for this chapter.

If you are expected to build/develop, deploy, and then maintain the production of a
WordPress website or websites, then Trellis is a good choice.

The only caveat is that a lot of the features available are more useful if there is a team doing
development and deployment. Otherwise, the stack is opinionated, and you may be
saddled with some software choices that you may not like.
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WordPress on Windows

This is one of the new things we are going to perform now. Until now, we have been setting
up things in Linux based operating systems. Now we are going to set up IIS web server in
the Windows operating system, which requires that we enable the winRM feature in
Windows services to perform Ansible playbook execution.

We need to make sure that the pywinrm module is installed in the control machine; we can
install it by executing the following pip command:

pip install "pywinrm>=0.2.2"

How to enable WinRM in Windows

To simplify this process, Ansible provides a PowerShell script, which needs to be run as an
administrator in the PowerShell console. Download the PowerShell script from https://
raw.githubusercontent.com/ansible/ansible/devel/examples/scripts/

ConfigureRemotingForAnsible.psl.

On a Windows machine, open the command prompt as an administrator and run the
following command:

powershell.exe -File ConfigureRemotingForAnsible.psl —-CertValidityDays 100
Make sure you opened port 5986 for the Windows machine in firewall

rules. For more references, about Windows setup, visit http://docs.

ansible.com/ansible/latest/intro_windows.html.

Running Ansible against a Windows server

Now, let's test by executing a simple ping module against the Windows server.

First, we need to create the inventory file, which includes the options for connecting the
Windows winrm service:

[windows]

192.168.56.120 ansible_user=Administrator ansible_password=strongpassowrd
ansible_connection=winrm ansible_winrm_server_cert_validation=ignore
ansible_port=5986
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To execute the Windows ping module, we can run the following Ansible command:

ansible -i inventory windows -m win_ping

$ ansible -i inhentory winblows -m win_ping

To learn more about the different available modules in Windows, refer
to http://docs.ansible.com/ansible/latest/list_of_windows_
modules.html.

Installing IIS server using playbook

The following code snippet explains how we can install and start the IIS service in the
Windows server operating system:

- name: Install and start IIS web server in Windows server
hosts: winblows

tasks:
- name: Install IIS
win_feature:

name: "Web-Server"
state: present
restart: yes
include_sub_features: yes
include_management_tools: yes

$ ansible-playbook -i inventory basic-playbook-for-windows.yml
PLAY [Creating a new user in Windows server]

TASK [Gathering Facts] *

TASK [Install IISI
changed:

PLAY RECAP *
unreachable=0
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We will be using Chocolatey (for more information, visit https://chocolatey.org/), a
package manager for Windows, for advanced installations and setup in Windows.

The next step is installing the Web Platform Installer.

The Microsoft Web Platform Installer (Web PI) is a free tool that makes
getting the latest components of the Microsoft Web Platform, including
Internet Information Services (IIS), SQL Server Express, .NET
Framework, and Visual Web Developer, easy. For more information,
visit https://www.microsoft.com/web/downloads/platform.aspx.

Once this is installed, we can install MySQL and WordPress using this:

The following playbook runs the PowerShell script created by https://
gist.github.com/chrisloweau/

8a15516d551a87b096620134c3624b73. Please refer to http://www.
lowefamily.com.au/2017/04/11/how-to-install-wordpress-on—
windows-server—2016/ for more details about the PowerShell script.

This setup requires some of the prerequirements. Which includes setting up the PowerShell
execution policy and windows version supported.

e First, we need to setup the Execution Policy by running the following command:
Set-ExecutionPolicy RemoteSigned CurrentUser

e This script only supports Windows Server 2016 operating system and Windows
10

The following Ansible playbook is executing PowerShell script to setup WordPress
in Windows operating system.

- name: Windows Wordpress Setup Playbook
hosts: winblows

tasks:
- name: download wordpress setup script
win_get_url:
url:
https://gist.githubusercontent.com/chrisloweau/8a15516d551a87b096620134c362
4b73/raw/b7a94e025b3cbf11c3£183d20e87c07de86124a3/wordpress—-install.psl
dest: ~\Downloads\wordpress-install.psl

# This requires ~Set-ExecutionPolicy RemoteSigned CurrentUser' to All
- name: running windows wordpress script

[84]

Technet24


https://chocolatey.org/
https://chocolatey.org/
https://chocolatey.org/
https://chocolatey.org/
https://chocolatey.org/
https://chocolatey.org/
https://chocolatey.org/
https://chocolatey.org/
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://www.microsoft.com/web/downloads/platform.aspx
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
https://gist.github.com/chrisloweau/8a15516d551a87b096620134c3624b73
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
http://www.lowefamily.com.au/2017/04/11/how-to-install-wordpress-on-windows-server-2016/
https://technet24.ir
https://technet24.ir
https://technet24.ir

Setting Up a Hardened WordPress with Encrypted Automated Backups Chapter 3

win_shell: ~\Downloads\wordpress-install.psl
args:
chdir: ~\Downloads\wordpress—-install.psl
register: output
- debug:

msg: "{{ output.stdout }}"

o After the execution it returns the output similar to the following. Then we can
navigate to the IP address and follow the instructions to setup the WordPress
final configuration

Installation Complete!

MySQL Accounts
root = 2*Bb!od4#4T2yy/*44ngb
wordpress = B*OGGrg{{ghr$35nGt4rU

Connect your web browser to http://192.168.56.100/ to complete this
WordPress
installation.

Summary

This chapter was all about WordPress. We used Ansible to create a fairly secure installation
of WordPress by default. By changing the default values for the database, web server, and
WordPress, we utilized the ability to codify security knowledge using Ansible playbooks.
Additionally, by setting up automated, incremental, encrypted backups, we allowed for
resilience and continuity in the face of the worst that could happen.

We took a brief look at how to enable Windows for working with Ansible.

In the next chapter, we will look at Elastic stack for setting up a centralized logging
infrastructures. This will serve us well not only for storing all kinds of logs but will also
alert and notify us in case we are attacked. We will also learn how to deploy serverless
defenses to automatically block attackers.
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Log Monitoring and Serverless
Automated Defense (Elastic
Stack in AWS)

Log monitoring is the perfect place to think about security automation. For monitoring to be
effective, a few things need to happen. We should be able to move logs from different
devices to a central location. We should be able to make sense of what a regular log entry is
and what could possibly be an attack. We should be able to store the logs, and also operate
on them for things such as aggregation, normalization, and eventually, analysis.

But, before diving into setting up the stack and building centralized logging and monitoring
using Elastic Stack, we need to understand a little bit about why we need to use and
automate the setup for defending against near real-time attacks. It's difficult to be a jack-of-
all-trades. Traditional logging systems find it difficult to log for all applications, systems,
and devices. The variety of time formats, log output formats, and so on, makes the task
pretty complicated.

The biggest roadblock is finding a way to be able to centralize logs. This gets in the way of
being able to process log entries in real time, or near real time effectively.

Some of the problematic points are as follows:

e Access is often difficult

e High expertise in mined data is required
¢ Logs can be difficult to find

¢ Log data is immense in size
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In this chapter, we will discuss the following topics:

Installing Elastic Stack for log monitoring

Installing Beats on the server

Setting up and configuring alerts
Setting up an AWS Lambda endpoint to do automated defense

Introduction to Elastic Stack

Elastic Stack is a group of open source products from the Elastic company. It takes data
from any type of source and in any format and searches, analyzes, and visualizes that data
in real time. It consists of four major components, as follows:

e Elasticsearch

e Logstash
¢ Kibana
e Beats
Search & Explore &
Analyze Visualize
Packetbeat SN |asticsearch —rn
Topbeat
Filebeat
{your}beat NNy | ogstash
Collect, Parse & Ship Enrich &
Transport

Elastic Stack architecture overview (image taken from https://www.elastic.co/blog/beats-1-0-0)
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It helps users/admins to collect, analyze, and visualize data in (near) real time. Each module
fits based on your use case and environment.

Elasticsearch

Elasticsearch is a distributed, RESTful search and analytics engine capable of solving a
growing number of use cases. As the heart of the Elastic Stack, it centrally stores your data
so you can discover the expected and uncover the unexpected

Main plus points of Elastic Stack:

e Distributed and highly available search engine, written in Java, and uses Groovy

Built on top of Lucene
Multi-tenant, with multi types and a set of APIs
e Document-oriented, providing (near) real-time search

Logstash

Logstash is an open source, server-side data processing pipeline that ingests data from a
multitude of sources, simultaneously transforms it, and then sends it to your favorite stash.

Just to highlight Logstash is:

e A tool for managing events and logs written in Ruby
¢ Centralized data processing of all types of logs

¢ Consists of the following three main components:
¢ Input: Passing logs to process them into machine-understandable
format

e Filter: A set of conditions to perform a specific action on an event
e Output: The decision maker for processed events/logs

Kibana

Kibana lets you visualize your Elasticsearch data and navigate the Elastic Stack, so you can
do anything from learning why you're getting paged at 2:00 a.m. to understanding the
impact rain might have on your quarterly numbers.

[881]
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Kibana's list of features:

e Powerful frontend dashboard is written in JavaScript

¢ Browser-based analytics and search dashboard for Elasticsearch

e A flexible analytics and visualization platform

e Provides data in the form of charts, graphs, counts, maps, and so on, in real time

Beats

Beats is the platform for single-purpose data shippers. They install as lightweight agents
and send data from hundreds or thousands of machines to Logstash or Elasticsearch.

Beats are:

e Lightweight shippers for Elasticsearch and Logstash
e Capture all sorts of operational data, like logs or network packet data
¢ They can send logs to either Elasticsearch or Logstash

The different types of Beats are as follows:

¢ Libbeat: The Go framework for creating new Beats

¢ Packetbeat: Taps into your wire data

e Filebeat: Lightweight log forwarder to Logstash and Elasticsearch

¢ Winlogbeat: Sends windows event logs, and many other Beats, by community

Why should we use Elastic Stack for security
monitoring and alerting?

The Elastic Stack solves most of the problems that we have discussed before, such as:

e Ability to store large amounts of data
¢ Ability to understand and read a variety of log formats

e Ability to ship the log information from a variety of devices in near real time to
one central location

e A visualization dashboard for log analysis

[891]


https://technet24.ir
https://technet24.ir

Log Monitoring and Serverless Automated Defense (Elastic Stack in AWS) Chapter 4

Prerequisites for setting up Elastic Stack

Let's start with the prerequisites. Here, we are using debconf to add values for interactive
inputs. Then we are installing Java, nginx, and other required packages:
- name: install python 2
raw: test -e /usr/bin/python || (apt -y update && apt install -y python-

minimal)

- name: accepting oracle java license agreement

debconf:
name: 'oracle-java8-installer'
question: 'shared/accepted-oracle-license-vi1-1"'
value: 'true'

vtype: 'select'

- name: adding ppa repo for oracle java by webupd8team
apt_repository:
repo: 'ppa:webupd8team/java'
state: present
update_cache: vyes

— name: installing java nginx apache2-utils and git
apt:
name: "{{ item }}"
state: present
update_cache: yes

with_items:
— python-software-properties
- oracle—-java8-installer

- nginx
- apache2-utils
- python-pip

- python-passlib

Setting up the Elastic Stack

The stack is a combination of:

The Elasticsearch service

The Logstash service
The Kibana service

The Beats service on all the devices
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This Elastic Stack can be set up in different ways. In this chapter, we are going to set up
Elasticsearch, Logstash, and Kibana on a single machine.

This is the main log collection machine:

e It requires a minimum of 4 GB RAM, as we are using a single machine to serve
three services (Elasticsearch, Logstash, and Kibana)

e It requires a minimum of 20 GB disk space, and, based on your log size, you can
add the disk space

Logstash integrations

Logstash has a very large amount of integration support for the following:

¢ Input: An input plugin enables a specific source of events to be read by Logstash.
The input plugin has file, lumberjack, s3, Beats, stdin, and many more.

e Filter: A filter plugin performs intermediary processing on an event. Filters are
often applied conditionally, depending on the characteristics of the event.

e Output: An output plugin sends event data to a particular destination. Outputs
are the final stage in the event pipeline. The output plugin has Elasticsearch,
email, stdout, s3, file, HTTP, and so on.

Kibana

Kibana has different kinds of plugins and integrations by default, as well as those from the
community, which can be found at https://www.elastic.co/guide/en/kibana/current/
known-plugins.html.

ElastAlert

ElastAlert is a Python tool which also bundles with the different types of integrations to
support with alerting and notifications. Some of them include Command, Email, JIRA,
OpsGenie, AWS SNS, HipChat, Slack, Telegram, and so on. It also provides a modular
approach to creating our own integrations.
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Installing Elasticsearch

Install Elasticsearch from the repository with gpg key and add it to the startup programs:

- name: adding elastic gpg key for elasticsearch
apt_key:
url: "https://artifacts.elastic.co/GPG-KEY-elasticsearch"
state: present

- name: adding the elastic repository
apt_repository:
repo: "deb https://artifacts.elastic.co/packages/5.x/apt stable main"
state: present

- name: installing elasticsearch
apt:
name: "{{ item }}"
state: present
update_cache: yes

with_items:
- elasticsearch

- name: adding elasticsearch to the startup programs
service:
name: elasticsearch
enabled: yes
notify:
- start elasticsearch

Configure the Elasticsearch cluster with the required settings. Also, set up the JVM options
for the Elasticsearch cluster. Also, create a backup directory for Elasticsearch cluster
backups and snapshots:

— name: creating elasticsearch backup repo directory at {{
elasticsearch_backups_repo_path }}
file:

path: "{{ elasticsearch_backups_repo_path }}"

state: directory

mode: 0755

owner: elasticsearch

group: elasticsearch

— name: configuring elasticsearch.yml file
template:
src: "{{ item.src }}"
dest: /etc/elasticsearch/"{{ item.dst }}"
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with_items:

- { src: 'elasticsearch.yml.j2', dst: 'elasticsearch.yml' }
- { src: 'jvm.options.j2', dst: 'jvm.options' }
notify:

- restart elasticsearch

The notify part will trigger the restart elasticsearch handler and the handler file will

look as follows. We can use handlers anywhere in tasks once we create them in the handlers
directory:

- name: start elasticsearch
service:
name: elasticsearch
state: started

- name: restart elasticsearch
service:
name: elasticsearch
state: restarted

Installing Logstash
Install Logstash from the repository with gpg key and add it to the startup programs:

- name: adding elastic gpg key for logstash
apt_key:
url: "https://artifacts.elastic.co/GPG-KEY-elasticsearch"
state: present

- name: adding the elastic repository
apt_repository:
repo: "deb https://artifacts.elastic.co/packages/5.x/apt stable main"
state: present

- name: installing logstash
apt:
name: "{{ item }}"
state: present
update_cache: yes

with_items:
- logstash

- name: adding logstash to the startup programs
service:
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name: logstash
enabled: yes

notify:
- start logstash

Configure the Logstash service with input, output, and filter settings. This enables receiving
logs, processing logs, and sending logs to the Elasticsearch cluster:

- name: logstash configuration files
template:
src: "{{ item.src }}"
dest: /etc/logstash/conf.d/"{{ item.dst }}"
with_items:
- { src: 'O2-beats-input.conf.j2', dst: '0O2-beats—-input.conf' }
- { src: 'l0-sshlog-filter.conf.j2', dst: 'l10-sshlog-filter.conf' }
- { src: 'll-weblog-filter.conf.j2', dst: 'll-weblog-filter.conf' }
- { src: '30-elasticsearch-output.conf.j2', dst: 'l0-elasticsearch-
output.conf' }

notify:
- restart logstash

Logstash configuration

To receive logs from different systems, we use the Beats service from Elastic. The following
configuration is to receive logs from different servers to the Logstash server. Logstash runs
on port 5044 and we can use SSL certificates to ensure logs are transferred via an encrypted
channel:

# 02-beats-input.conf.j2
input {
beats {
port => 5044
ssl => true
ssl_certificate => "/etc/pki/tls/certs/logstash-forwarder.crt"
ssl_key => "/etc/pki/tls/private/logstash-forwarder.key"
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The following configuration is to parse the system SSH service logs (auth. log) using grok
filters. It also applies filters like geoip, while providing additional information like country,
location, longitude, latitude, and so on:

#10-sshlog-filter.conf.j2
filter |
if [type] == "sshlog" {
grok {

match => [ "message", "${SYSLOGTIMESTAMP:syslog_date}
%{SYSLOGHOST:syslog_host} %${DATA:syslog_program} (?:\[%${POSINT}\]) ?:
%${WORD:login} password for $%{USERNAME:username} from ${IP:ip}
${GREEDYDATA}",

"message", "${SYSLOGTIMESTAMP:syslog_date}
%{SYSLOGHOST:syslog_host} %${DATA:syslog_program} (?:\[%${POSINT}\])?: message
repeated 2 times: \[ %${WORD:login} password for %{USERNAME:username} from
${IP:ip} ${GREEDYDATA}",

"message", "${SYSLOGTIMESTAMP:syslog_date}
%{SYSLOGHOST:syslog_host} %${DATA:syslog_program} (?:\[%${POSINT}\])?:
%${WORD:login} password for invalid user $%{USERNAME:username} from %{IP:ip}
%${GREEDYDATA}",

"message", "${SYSLOGTIMESTAMP:syslog_date}
%{SYSLOGHOST:syslog_host} %${DATA:syslog_program} (?:\[%${POSINT}\])?:
%${WORD:1login} %${WORD:auth_method} for %{USERNAME:username} from %${IP:ip}
${GREEDYDATA}" ]

}

date {
match => [ "timestamp", "dd/MMM/YYYY:HH:mm:ss 2" ]
locale => en

}

geoip A
source =>

lp"

}

The following configuration is to parse web server logs (nginx, apache2). We will also
apply filters for geoip and useragent. The useragent filter allows us to get information
about the agent, OS type, version information, and so on:

#11-weblog-filter.conf.j2
filter {
if [type] == "weblog" {

grok {

match => { "message" => '${IPORHOST:clientip} %${USER:ident}
%{USER:auth} \[%${HTTPDATE:timestamp}\] "%${WORD:verb} $%${DATA:request}
HTTP/%${NUMBER:httpversion}" $%${NUMBER:response:int} (?:-
| ${NUMBER:bytes:int}) %{QS:referrer} %${QS:agent}' }
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date {
match => [ "timestamp", "dd/MMM/YYYY:HH:mm:ss 2" ]
locale => en

}

geoip {
source => "clientip"
}
useragent {
source => "agent"
target => "useragent"

}

The following configuration will send the log output into the Elasticsearch cluster with
daily index formats:

#30-elasticsearch-output.conf.j2
output {
elasticsearch {
hosts => ["localhost:9200"]
manage_template => false
index => "%{[@metadatal] [beat] }-%${+YYYY.MM.dd}"
document_type => "${[@metadata] [type]l }"

Installing Kibana

The following playbook will install Kibana. By default we are not making any changes in
Kibana, as it works out of the box with Elasticsearch:

- name: adding elastic gpg key for kibana
apt_key:
url: "https://artifacts.elastic.co/GPG-KEY-elasticsearch"
state: present

- name: adding the elastic repository
apt_repository:
repo: "deb https://artifacts.elastic.co/packages/5.x/apt stable main"
state: present

- name: installing kibana
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apt:
name: "{{ item }}"
state: present
update_cache: yes

with_items:
- kibana

— name: adding kibana to the startup programs
service:
name: kibana
enabled: yes

notify:
- start kibana

By default Kibana doesn't have any authentication, X-Pack is the
commercial plug-in by Elastic for RBAC (role-based access control) with
security. Also, some open source options include https://readonlyrest.
com/ and Search Guard (https://floragunn.com) to interact with
Elasticsearch. Using TLS/SSL and custom authentication and
aauthorization is highly recommended. Some of the open source options
includes Oauth2 Proxy (https://github.com/bitly/oauth2_proxy) and
Auth0, and so on.

Setting up nginx reverse proxy

The following configuration is to enable basic authentication for Kibana using nginx
reverse proxy:

server |

listen 80;

server_name localhost;

auth_basic "Restricted Access";

auth_basic_user_file /etc/nginx/htpasswd.users;

location / {
proxy_pass http://localhost:5601;
proxy_http_version 1.1;
proxy_set_header Upgrade S$http_upgrade;
proxy_set_header Connection 'upgrade';
proxy_set_header Host S$host;
proxy_cache_bypass S$http_upgrade;
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Setting up and configuring the nginx service looks as follows:

#command: htpasswd -c /etc/nginx/htpasswd.users

- name: htpasswd generation
htpasswd:
path: "/etc/nginx/htpasswd.users"
name: "{{ basic_auth_username }}"
password: "{{ basic_auth_password }}"
owner: root
group: root
mode: 0644
- name: nginx virtualhost configuration
template:
src: "templates/nginxdefault.j2"
dest: "/etc/nginx/sites—available/default"
notify:

- restart nginx

Installing Beats to send logs to Elastic Stack

As we discussed, Beats are different types. In the following playbook, we are going to
install Filebeat to send SSH and web server logs to the Elastic Stack:

"https://artifacts.elastic.co/GPG-KEY-elasticsearch"

"deb https://artifacts.elastic.co/packages/5.x/apt stable main"

- name: adding elastic gpg key for filebeat
apt_key:
url:
state: present
- name: adding the elastic repository
apt_repository:
repo:
state: present
- name: installing filebeat
apt:
name: "{{ item }}"
state: present

update_cache: yes
with_items:
- apt-transport-https
- filebeat

- name: adding filebeat to the

startup programs
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service:
name: filebeat
enabled: yes

notify:
- start filebeat

Now we can configure the Filebeat to send both SSH and web server logs to Elastic Stack, to
process and index in near real-time:

filebeat:
prospectors:
paths:
- /var/log/auth.log
# — /var/log/syslog
# — /var/log/*.log
document_type: sshlog

paths:
- /var/log/nginx/access.log
document_type: weblog

registry_file: /var/lib/filebeat/registry

output:
logstash:
hosts: ["{{ logstash_server_ip }}:5044"]
bulk_max_size: 1024
ssl:
certificate_authorities: ["/etc/pki/tls/certs/logstash-forwarder.crt"]

logging:
files:
rotateeverybytes: 10485760 # = 10MB

ElastAlert for alerting

First, we need to install the prerequisites for setting up ElastAlert. Then we will add the
configuration files to perform alerting based on the rules:

- name: installing pre requisuites for elastalert
apt:
name: "{{ item }}"
state: present
update_cache: yes
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with_items:
- python-pip
- python-dev
- libffi-dev
- libssl-dev
- python-setuptools
- build-essential

- name: installing elastalert
pip:
name: elastalert

- name: creating elastalert directories
file:
path: "{{ item }}"
state: directory
mode: 0755

with_items:
- /opt/elastalert/rules
- /opt/elastalert/config

— name: creating elastalert configuration
template:
src: "{{ item.src }}"
dest: "{{ item.dst }}"

with_items:

- { src: 'elastalert-config.j2', dst:
'/opt/elastalert/config/config.yml' }
- { src: 'elastalert-service.j2', dst:

'/lib/systemd/system/elastalert.service' }
- { src: 'elastalert-sshrule.j2', dst: '/opt/elastalert/rules/ssh-
bruteforce.yml' }

- name: enable elastalert service
service:
name: elastalert
state: started
enabled: yes

We are also creating a simple startup script so that ElastAlert will be used as a system
service:

[Unit]
Description=elastalert
After=multi-user.target
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[Service]

Type=simple

WorkingDirectory=/opt/elastalert
ExecStart=/usr/local/bin/elastalert —--config
/opt/elastalert/config/config.yml

[Install]
WantedBy=multi-user.target

Configuring the Let's Encrypt service

We can use a command-line tool offered by Let's Encrypt to get free SSL/TLS certificates in
an open, automated manner.

The tool is capable of reading and understanding an nginx virtual host file and generating
the relevant certificates completely automatically, without any kind of manual
intervention:

- name: adding certbot ppa
apt_repository:
repo: "ppa:certbot/certbot"

- name: install certbot
apt:
name: "{{ item }}"
update_cache: yes
state: present

with_items:
- python-certbot-nginx

— name: check if we have generated a cert already
stat:
path: "/etc/letsencrypt/live/{{ website_domain_name }}/fullchain.pem"
register: cert_stats

- name: run certbot to generate the certificates

shell: "certbot certonly --standalone -d {{ website_domain_name }} —-
email {{ service_admin_email }} --non-interactive --agree-tos"
when: cert_stats.stat.exists == False

- name: configuring site files
template:
src: website.conf
dest: "/etc/nginx/sites—available/{{ website_domain_name }}"
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- name: restart nginx
service:
name: nginx
state: restarted

ElastAlert rule configuration

Assuming that you already have Elastic Stack installed and logging SSH logs, use the
following ElastAlert rule to trigger SSH attack IP blacklisting:

es_host: localhost
es_port: 9200
name: "SSH Bruteforce attack alert"
type: frequency
index: filebeat-—*
num_events: 20
timeframe:
minutes: 1
# For more info:
http://www.elasticsearch.org/guide/en/elasticsearch/reference/current/query

—dsl.html
filter:
- query:
query_string:
query: '_type:sshlog AND login:failed AND (username: "ubuntu" OR
username: "root")'
alert:
- slack:
slack_webhook_url: "https://hooks.slack.com/services/xxxxx"
slack_username_override: "attack-bot"
slack_emoji_override: "robot_face"
- command: ["/usr/bin/curl",

"https://XXXXXXXXXXX.execute—api.us—east-1.amazonaws.com/dev/zzzz222222222272
/ip/inframonitor/% (ip)s"]

realert:
minutes: 0

In the preceding example rule, most of the parameters are configurable, based on use case.
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For more references, visit https://elastalert.readthedocs.io/en/
latest/running_elastalert.html.

Kibana dashboards

We can import existing dashboard files (JSON format) into Kibana to view different
patterns by uploading the JSON file.

‘ kibana

® Discover

Visualize

Dashboard

Timel:

Management

Management / Kibana

Index Patterns Saved Objects Advanced Settings

*infra-*

Configure an index pattern
In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search
and analytics against. They are also used to configure fields.

Index name or pattern
filebeat-*
Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*
Time Filter field name @ refresh fields
@timestamp -
() Expand index pattern when searching [DEPRECATED]
With this option selected, searches against any time-based index pattern that contains a wildcard will automatically be expanded to query only
the indices that contain data within the currently selected time range.
Searching against the index pattern fogstash-* will actually query Elasticsearch for the specific matching indices (e.g. logstash-2015.12.21) that

fall within the current time range.
With recent changes to Elasticsearch, this option should no longer be necessary and will likely be removed in future versions of Kibana.

(7] Use event times to create index names [DEPRECATED]

Index creation in Kibana dashboard
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If any of the objects already exist, do you want to
automatically overwrite them?

No, prompt me for each one

Importing existing dashboards and visualizations into Kibana dashboard

Dashboard / ATTACK-DASHBOARD Share Clone Edit < © July3rd 2016, 20:07:07.467 to July 22nd 2016, 08:18:23.000 >
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n
Add a filter 4
combined-attack-dashboard . web-attack-response-code-vertical " combined-attack-type 7’
a 5,000 © @sshiog
Combined Attack Dashboard 0 4,000 © webog
> 404
web-attackresponse 4 4,466 2 3,000
3 2016-07-0505:30 © @200 8 2000 |
Sooe07070s30 L @304 ' A
& 201607-0905:30 F @204 o0 y |
@ 2016-07-11 05:30 @403 - '
& 2016-07-13 05:30 01 | |
5 %81?33138233 500 200 2016-07... 2016-07.. 2016.07... 201607... 2016.07..
€ 2016-07-19.05:30 @400 @timestamp per 12 hours
£ 20160721 05:30 @439 2,057
& ssh-login-type /* combined-attack-count 7’
S S S S ©206
2 R & R @ sshiog
Count
ssh-attack-info e 01 failed accepted
1P Address Username:  Login: Country:  Count 109 - 56,481 14
1163111652 root faled  china 13,897
121.18.238.19 root failed china 2,206
121.18.23820 root falled  china 1888 Counter
188.212.104.109 root failed romania 2,970 400 SSH Login Count
188.212.104.109 nobody failed romania 13 19 } ssh-top-usernames ” web-attack-useragent-tags e
188.212.104.109 master failed romania 6
188212104109 jeremy falled  romania 4 E .
jenkins
web-attack-useragent -~ ) scanbot
P o nagios support chromium opera
other | guEnI 304 steam ts3 user deploy ie
chromium
o safari 18 ubnt ro O www 0 e r
S ie
g
android postgres admin ftpuser thon .
£ tiome s e pvhon frefox safari
2 req};ﬂg;g vagrant oracle ¢ ] P googlebot chrome .
g“;%ﬁﬁgi Response guest minecraft requests android
ope
2016-07-07 05:30  2016-07-13 05:30  2016-07-19 05:30 |

Attack dashboards from SSH and web server logs
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Automated defense?

If we can get a notification for an attack, we can set up and do the following:

¢ Call an AWS Lambda function

¢ Send the attacker's IP address information to this AWS Lambda function
endpoint

¢ Use the code deployed in the Lambda function to call the VPC network access list
API and block the attacker's IP address

To ensure that we don't fill up the ACLs with attacker IPs, we can combine this approach
with AWS DynamoDB to store this information for a short duration and remove it from the
block list.

HTTPS
call to I Add IP:
blacklist
Blacklist DynamoDB

ES Alerter Amazon

Trigger on Insert
Lambda DynakioDB
Function I E
Add to ACL

Read IPs ACL

Blacklist
Lambda
Function
!—»l | n —————Remove from ACL—————» || | |
v Network Infrastructure
Amazon ACL Expiry ACL EC2
CloudWatch Lambda
Scheduler Function

\ Infrastructure VPC /

High Level Diagram of Automated Defence

AWS services used in setup

As soon as an attack is detected, the alerter sends the IP to the blacklist lambda endpoint via
an HTTPS request. The IP is blocked using the network ACL and the record of it is
maintained in DynamoDB. If the IP is currently blocked already, then the expiry time for
the rule will be extended in the DynamoDB.
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An expiry handler function is periodically triggered, which removes expired rules from
DynamoDB and ACL accordingly.

DynamoDB

DynamoDB is the central database where rules are mapped to their respective ACL IDs.
Rules for IP addresses are added and removed from the blacklist_ip table by
appropriate lambda functions.

Blacklist lambda function

The Blacklist function is the only exposed endpoint from the setup. Any IP that needs to be
blacklisted needs to be supplied to this function via an HTTPS request.

HandleExpiry lambda function

The HandleExpiry function is triggered every minute and removes expired rules from the
ACL and DynamoDB based on the expirymin field.

Cloudwatch

Cloudwatch is used to trigger the HandleExpiry lambda function periodically. By default,
the function is triggered every minute.

VPC Network ACL

The VPC Network ACL is where the ACL rules are added and deleted from. The ACL ID
must be configured during the time of setup.

Setup
The setup involves the following steps:
e Obtain IAM credentials

e Create a table in DynamoDB
¢ Configure the lambda function based on requirement
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Deploy code to AWS Lambda
Configure Cloudwatch to periodic invocation

The entire setup is automated, except for obtaining the IAM credentials and configuring the
function based on requirements.

Configuration

The following parameters are configurable before deployment:

region: AWS region to deploy in. This needs to be the same as the region where
the VPC network resides.

accessToken: The accessToken that will be used to authenticate the requests to
the blacklist endpoint.

aclLimit: The maximum number of rules an ACL can handle. The maximum
limit in AWS is 20 by default.

ruleStartId: The starting ID for rules in the ACL.

ac11D: The ACL ID of the network where the rules will be applied.

tableName: The unique table name in DynamoDB, created for each VPC to be
defended.

rulevValidity: The duration for which a rule is valid, after which the IP will be
unblocked.

Configure the following in the config. js file:

module.exports = {

region: "us-east-1", // AWS
Region to deploy in

accessToken: "YOUR_R4NDOM_S3CR3T_ACCESS_TOKEN_GOES_HERE", //
Accesstoken to make requests to blacklist

aclLimit: 20, // Maximum
number of acl rules

ruleStartId: 10, // Starting
id for acl entries

aclId: "YOUR_ACL_ID", // AclId
that you want to be managed

tableName: "blacklist_ip", // DynamoDB

table that will be created
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rulevValidity: 5 // Validity
of Blacklist rule in minutes

}

Make sure to modify at least the ac1Id, accessToken, and region based on your
setup. To modify the lambda deployment configuration use the serverless.yml file:

functions:
blacklist:
handler: handler.blacklistip
events:
- http:
path: blacklistip
method: get

handleexpiry:
handler: handler.handleexpiry
events:

— schedule: rate (1l minute)

For example, the rate at which the expiry function is triggered and the endpoint URL for the
blacklist function can be modified using the YML file. But the defaults are already optimal.

The playbook looks as follows:

- name: installing node run time and npm
apt:
name: "{{ item }}"
state: present
update_cache: yes

with_items:
- nodeijs
- npm

- name: installing serverless package
npm:
name: "{{ item }}"
global: yes
state: present

with_items:
- serverless
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- aws-sdk

— name: copy the setup files
template:
src: "{{ item.src }}"
dest: "{{ item.dst }}"

with_items:

- { src: 'config.js.j2', dst: '/opt/serverless/config.js' }
- { src: 'handler.js.j2', dst: '/opt/serverless/handler.js' }
- { src: 'iamRoleStatements.json.j2', dst:

'/opt/serverless/iamRoleStatements.json' }
- { src: 'initDb.js.j2', dst: '/opt/serverless/initDb.js' }
- { src: 'serverless.yml.j2', dst: '/opt/serverless/serverless.yml' }
- { src: 'aws-credentials.j2', dst: '~/.aws/credentials' }

— name: create dynamo db table
command: node initDb.js
args:

chdir: /opt/serverless/

— name: deploy the serverless
command: serverless deploy
args:

chdir: /opt/serverless/

The current setup for AWS Lambda is to block the IP address against network ACL. This
can be reused with other API endpoints, like a firewall dynamic block list and other security
devices.

As per the AWS documentation, the VPC network ACL rule limit is set to

20:http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_
Appendix_Limits.html#vpc-limits-nacls

Usage - block an IP address
The blacklist endpoint is responsible for blocking an IP address.
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Request

The URL looks like the
following: https://lambda_url/blacklistipaccessToken=ACCESS_TOKEN&ip=IP_A
DDRESS

The query parameters are as follows:

e TP _ADDRESS: This is the IP address to be blocked
e ACCESS_TOKEN: The accessToken to authenticate the request

Response
Responses are standard HTTP status codes, which are explained as follows:
Status code | Body Explanation

200 Blocked The IP has been added to the blacklist

200 Expiryextended | The blacklist rule validity has been extended
400 Bad Request Required fields are missing

401 Unauthorized | The accessToken is invalid or missing

500 Rulelimitreached | The ACL rule limit has been reached
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Automated defense lambda in action

When the ElastAlert detects an SSH brute force attack, it will trigger a request to lambda
endpoint by providing the attacker's IP address. Then our automated defense platform will
trigger a network ACL blocklist rule. This can be configurable to say for how much time it
should be blocked.

VPC Dashboard Create Network ACL c & @
Filter by VPC:
None - Q X 1to 3 of 3 Network ACLs
Name +  Network ACL ID Assoclated With Default vPC

ELK acl-a2b06dcS St

4 Subnets Ye:
Your VPCs 1 Subnet Yes
subnets @ infa 1 Subnet Yes
Route Tables
acl-4cf4512a | Infra EEE
Internet Gateways
DHCP Options Sets Summary Inbound Rules  Outbound Rules Subnet Associations Tags
Elastic IPs Allows inbound traffic. Because network ACLs are staleless, you must create inbound and outbound rules
Endpoints m Real-Time Defense
NAT Galeways using Lambda
Rule#  Type Protocol Port Range Source Allow | Deny

Peering Connections

I - : : I

100 ALL Traffi ALL ALL d L

Network ACLs . ALL Traffic  ALL ALL 0.0.0.0/0 DENY

Securitv Groups

Summary

That is a lot of information to take in. Also, we have made many assumptions about the
scenario. But if this spurs you into thinking about combining the various logs of your
devices and servers into one central location and enabling automated alerting and defenses,
we have done our job well.

As this chapter demonstrates, security automation is a bit like plumbing. As long as we can
understand how a bunch of disparate systems can be made to communicate together, we
can add them to our playbooks. In many cases, Ansible will already have a module in place
for us to use and get going.

Now that we have whet your appetite for logging and attack detection, in the next chapter,

let's dive into what it takes to set up an automated web security testing setup. We will pick

the incredibly powerful and versatile OWASP ZAP scanner and intercepting proxy and use
it to scan and test websites and APlIs.
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Automating Web Application
Security Testing Using OWASP
ZAP

The OWASP Zed Attack Proxy (commonly known as ZAP) is one of the most popular web
application security testing tools. It has many features that allow it to be used for manual
security testing; it also fits nicely into continuous integration/continuous delivery (CI/CD)
environments after some tweaking and configuration.

More details about the project can be found at https://www.owasp.org/index.php/OWASP_
Zed_Attack_Proxy_Project.

for-profit charitable organization focused on improving the security of
software. Read more about OWASP projects and resources at https://

WWW.OWasp.ord.

0 Open Web Application Security Project (OWASP) is a worldwide not-
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OWASP ZAP includes many different tools and features in one package. For a pentester
tasked with doing the security testing of web applications, the following features are
invaluable:

Feature Use case

Intercepting proxy | This allows us to intercept requests and responses in the browser

Active scanner Automatically run web security scans against targets

Glean information about security issues from pages that get

Passive scanner . .
downloaded using spider tools and so on

Before ZAP can attack an application, it creates a site map of the

Spiders application by crawling all the possible web pages on it

Allows ZAP to be run in headless mode and to be controlled for

REST AP running automated scanner, spider, and get the results

As you may have guessed, in this chapter, for security automation we will invoke ZAP in
headless mode and use the API interfaces provided by it to do the scanning and security
testing.

ZAP is a Java-based software. The typical way of using it will involve the following;:

¢ Java Runtime Environment (JRE) 7 or more recent installed in the operating
system of your choice (macOS, Windows, Linux)

e Install ZAP using package managers, installers from the official downloads page

You can find the latest updated stable links here: https://github.com/

zaproxy/zaproxy/wiki/Downloads.

While we can build a playbook to do exactly that, the developer world is moving toward
concepts of CI/CD and continuous security. An approach in which we can bootstrap a stable
version of ZAP as and when required would be ideal.

The best way to achieve that is to use OWASP ZAP as a container. In fact, this is the kind of
setup Mozilla uses ZAP in a CI/CD pipeline to verify the baseline security controls at every
release.
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If you are wondering about the connection between Mozilla and OWASP
ZAP, Simon Bennetts leads the OWASP ZAP project and works at Mozilla.
Read his blog post about ZAP baseline scans at https://blog.mozilla.
org/security/2017/01/25/setting-a-baseline-for-web-security-

controls/.

Installing OWASP ZAP

We are going to use OWASP ZAP as a container in this chapter, which requires container
runtime in the host operating system. The team behind OWASP ZAP releases ZAP Docker
images on a weekly basis via Docker Hub. The approach of pulling Docker images based on
tags is popular in modern DevOps environments and it makes sense that we talk about
automation with respect to that.

Official ZAP is now available with stable and weekly releases via the
Docker container at Docker Hub: nhttps://github.com/zaproxy/zaproxy/

wiki/Docker

Installing Docker runtime

Docker is an open platform for developers and system administrators to build, ship, and
run distributed applications whether on laptops, data center VMs, or the cloud. To learn
more about Docker, refer to https://www.docker.com/what-docker

The following playbook will install Docker Community Edition software in Ubuntu 16.04:

- name: installing docker on ubuntu
hosts: zap
remote_user: "{{ remote_user_name }}"
gather_facts: no
become: yes
vars:
remote_user_name: ubuntu
apt_repo_data: "deb [arch=amd64]
https://download.docker.com/linux/ubuntu xenial stable"
apt_gpg_key: https://download.docker.com/linux/ubuntu/gpg

tasks:
- name: adding docker gpg key
apt_key:
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url: "{{ apt_gpg_key }}"
state: present
— name: add docker repository
apt_repository:
repo: "{{ apt_repo_data }}"
state: present
— name: installing docker-ce
apt:
name: docker-ce
state: present
update_cache: yes
- name: install python-pip
apt:
name: python-pip
state: present
- name: install docker-py
pip:
name: "{{ item }}"
state: present

with_items:
- docker-py

Docker requires a 64-bit version OS and a Linux kernel version equal to or
greater than 3.10. Docker runtime is available for Windows and macQOS as
well. For the purposes of this chapter, the containers we will use are
Linux-based. So the runtime can be in Windows, but the container running
in that will be a Linux-based one. These are the standard OWASP ZAP
containers available for use.

OWASP ZAP Docker container setup

The two new modules to deal with Docker containers that we will be using here
anedocker_imageanddocker_containeL

These modules require you to be using a 2.1 and higher version of Ansible.
Right now would be a good time to check your version of Ansible using
the —version flag.
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If you need to get the latest stable version using pip, run the following command:

pip install ansible —--upgrade

The following playbook will take some time to complete as it has to download about 1 GB
of data from the internet:

- name: setting up owasp zap container

hosts: zap

remote_user: "{{ remote_user_name }}"

gather_facts: no

become: yes

vars:
remote_user_name: ubuntu
owasp_zap_image_name: owasp/zap2docker-weekly

tasks:
- name: pulling {{ owasp_zap_image_name }} container
docker_image:
name: "{{ owasp_zap_image_name }}"

- name: running owasp zap container
docker_container:
name: owasp-zap
image: "{{ owasp_zap_image_name }}"
interactive: yes
state: started
user: zap
command: zap.sh -daemon -host 0.0.0.0 -port 8090 -config
api.disablekey=true -config api.addrs.addr.name=.* -config
api.addrs.addr.regex=true
ports:
- "8090:8090"
</span>

In the following configuration, we are saying api .disablekey=true, which means we are
not using any API key. This can be overwritten by giving the specific API

key. api.addrs.addr.name=.* and api.addrs.addr.regex=true will allow all IP
addresses to connect to the ZAP API. More information about ZAP API key settings can be
found at https://github.com/zaproxy/zaproxy/wiki/FAQapikey.
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You can access the ZAP APl interface by navigating
tohttp://ZAPSERVERIPADDRESS:8090:

€ ZAPSERVERIPADDRESS

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

Proxy Configuration

To use ZAP effectively it is recommended that you configure your browser to proxy via ZAP.

You can do that manually or by configuring your browser to use the generated PAC file.

Links

¢ Local APT

« ZAP Homepage

o ZAP Wiki

e ZAP User Grou

« ZAP Developer Group

+ Report an issue

OWASP ZAP API Web Ul

A specialized tool for working with Containers - Ansible
Container

Currently, we are using Docker modules to perform container operations. A new
tool, ansible-container, provides an Ansible-centric workflow for building, running,
testing, and deploying containers.

This allows us to build, push, and run containers using existing playbooks. Dockerfiles are
like writing shell scripts, therefore, ansible-container will allow us to codify those
Dockerfiles and build them using existing playbooks rather writing complex scripts.

The ansible-container supports various orchestration tools, such as Kubernetes and
OpenShift. It can also be used to push the build images to private registries such as Google
Container Registry and Docker Hub.
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Read more about ansible-container at https://docs.ansible.com/

ansible-container.

Configuring ZAP Baseline scan
The ZAP Baseline scan is a script that is available in the ZAP Docker images.

More details about OWASP ZAP Baseline scan can be found at https://
github.com/zaproxy/zaproxy/wiki/ZAP-Baseline-Scan.

This is what the script does:

® Runs ZAP spider against the specified target for one minute and then does a
passive scan

¢ By default, reports all alerts as warnings

e This script is intended to be ideal to run in a CI/CD environment, even against
production sites

Before setting up and running the ZAP Baseline scan, we want to run a
simple vulnerable application so that all scans and testing using ZAP are
running against that application, rather than running the scans against
real-world applications, which is illegal without permission.

Running a vulnerable application container

We will be using the Damn Vulnerable Web Services (DVWS) application (for more
information, you can visit https://github.com/snoopysecurity/dvws). It is an insecure
web application with multiple vulnerable web service components that can be used to learn
real-world web service vulnerabilities.

The following playbook will set up the Docker container for running the DVWS application:

- name: setting up DVWS container
hosts: dvws
remote_user: "{{ remote_user_name }}"
gather_facts: no
become: yes
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vars:
remote_user_name: ubuntu
dvws_image_name: cyrivs89/web-dvws

tasks:
— name: pulling {{ dvws_image_name }} container
docker_image:
name: "{{ dvws_image_name }}"

- name: running dvws container
docker_container:
name: dvws
image: "{{ dvws_image_name }}"
interactive: yes
state: started
ports:
- "80:80"

Once the playbook is successfully executed, we can navigate to http://DVWSSERVERIP:

+ Damn Vulnerable x

DVWSSERVERIP wB ¥ 4 9

Damn Vulnerable Web Services

In the modern web, Web Services are the backbone of a Web application. Furthermore, Web Services can be implemented in numerous ways
using SOAP and REST protocols. Understanding how to implement these services securely can be trivial for developers due io the broad range
of attack surface.

Damn Vulnerable Web Services is an insecure web application with multiple vulnerable web service components that can be used to learn real
world web service vulnerabilities.

The aim of this project is to help security professionals learn about Web Application Security through the use of a practical lab environment.
This application includes the following vulnerabilities.

* WSDL Enumeration

* XML External Entity Injection

o XML Bomb Denial-of-Service

* XPATH Injection

o WSDL Scanning

e Cross Site-Tracing

e OS Command Injection

* Server Side Request Forgery

* SQL Injection

* Same Origin Method Execution
* JSON Web Token (JWT) Secret Key Brute Force
¢ Cross-Origin Resource Sharing

XPATH Injectio

Command Injection

Enjoy and hack the planet!

Copyright
This work is licensed under GNU GENERAL PUBLIG LICENSE Version 3.
To view a copy of this license, visit Gnu.org

Toggle Menu

DVWS application home page
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Now, we are ready to perform our OWASP ZAP Baseline scan against the DVWS
application, by running the Baseline scan playbook.

Running an OWASP ZAP Baseline scan

The following playbook runs the Docker Baseline scan against a given website URL. It also
stores the output of the Baseline's scan in the host system in HTML, Markdown, and XML
formats:

— name: Running OWASP ZAP Baseline Scan

hosts: zap

remote_user: "{{ remote_user_name }}"

gather_facts: no

become: yes

vars:
remote_user_name: ubuntu
owasp_zap_image_name: owasp/zap2docker—-weekly
website_url: {{ website_url }}
reports_location: /zapdata/
scan_name: owasp-zap-base-line-scan-dvws

tasks:
— name: adding write permissions to reports directory
file:
path: "{{ reports_location }}"
state: directory
owner: root
group: root
recurse: yes
mode: 0770

— name: running owasp zap baseline scan container against "{{
website_url }}"
docker_container:

name: "{{ scan_name }}"

image: "{{ owasp_zap_image_name }}"

interactive: yes

auto_remove: yes

state: started

volumes: "{{ reports_location }}:/zap/wrk:rw"

command: "zap-baseline.py -t {{ website_url }} -r {{ scan_name
}}_report.html"

- name: getting raw output of the scan
command: "docker logs -f {{ scan_name }}"
register: scan_output
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- debug:
msg: "{{ scan_output }}"

Let's explore the parameters of the preceding playbook:
® website_url is the domain (or) URL that you want to perform the Baseline scan,
we can pass this via ——extra-vars "website_url:

http://192.168.33.111" from the ansible-playbook command
e reports_location is the path to ZAP host machine where reports get stored

The following screenshot is the scanning report output from OWASP ZAP:

W) ZAP Scanning Report
Summary of Alerts
High 0
Medium 3
Low 5
Informational 2
Alert Detail
Description X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' attacks.
URL hitpz/192.168.33.111/dvws/vulnerabilities/cors/?C=S;0=A
Method GET
Parameter X-Frame-Options
URL hitpz/192.168.33.111/dvws/about. php
Method GET
Parameter X-Frame-Options
URL hitpz/192.168.33.111/dvws/vulnerabilities/xst/?C=M;0=D
Method GET
Parameter X-Frame-Options
URL hitpz/192.168.33.111/dvws/vulnerabilities/xxe2/
Method GET
Parameter X-Frame-Options
URL hitpz/192.168.33.111/dvws/vulnerabiliies/?C=N;0=A
Methed GET
Parameter X-Frame-Options
URL hitpz/192.168.33.111/dvws/vulnerabilities/hiddendir/?C=M;0=A
Methed GET

OWASP ZAP Baseline scan HTML report
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To generate reports in the Markdown and XML formats, add -w
report.mdand -x report.xml, respectively, to command.

Security testing against web applications and
websites

Until now, we have seen how to run a Baseline scan using the OWASP ZAP container. Now
we will see how we can perform active scans against web applications. An active scan may
cause the vulnerability to be exploited in the application. Also, this type of scan requires
extra configuration, which includes authentication and sensitive functionalities.

Running ZAP full scan against DVWS

The following playbook will run the full scan against the DVWS application. Now we can
see that the playbook looks almost similar, except the flags sent to command:

— name: Running OWASP ZAP Full Scan

hosts: zap

remote_user: "{{ remote_user_name }}"

gather_facts: no

become: yes

vars:
remote_user_name: ubuntu
owasp_zap_image_name: owasp/zap2docker—-weekly
website_url: {{ website_url }}
reports_location: /zapdata/
scan_name: owasp-zap-full-scan-dvws

tasks:
— name: adding write permissions to reports directory
file:
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path: "{{ reports_location }}"
state: directory

owner: root

group: root

recurse: yes

mode: 0777

- name: running owasp zap full scan container against "{{ website_url
P
docker_container:

name: "{{ scan_name }}"

image: "{{ owasp_zap_image_name }}"

interactive: yes

auto_remove: yes

state: started

volumes: "{{ reports_location }}:/zap/wrk:rw"

command: "zap-full-scan.py -t {{ website_url }} -r {{ scan_name
}}_report.html"

- name: getting raw output of the scan
raw: "docker logs —-f {{ scan_name }}"
register: scan_output

- debug:
msg: "{{ scan_output }}"

The OWASP ZAP full scan checks for a lot of vulnerabilities, which includes OWASP TOP
10(forInoreinfornlaﬁorlvhﬁthttps://www.owasp.org/index.php/Category:OWASP_Top_
Ten_Project) and many others. This can be intrusive to the application and it sends active
requests to the application. It may cause damage to the functionality based on the
vulnerability that exists in the application:
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Summary of Alerts

High
Medium
Low

Informational

Alert Detail

Description

URL
Method
Evidence

URL
Method

) ZAP Scanning Report

Risk Level Number of Aleris

5

5
5
2

High (Medium) Anti CSRF Tokens Scanner

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP reguest to a
target destination without their knowledge or intent in order to perform an action as the victim. The
underlying cause is application functionality using predictable URL/form actions in a repeatable way.
The nature of the attack is that CSRF exploits the trust that a web site has for a user. By contrast, cross-
site scripting (XSS) exploits the frust that a user has for a web site. Like XSS, CSRF attacks are not
necessarily cross-site, but they can be. Cross-site request forgery is also known as CSRF, XSRF, one-
click attack, session riding, confused deputy, and sea surf.

CSRF attacks are effective in a number of situations, including:
* The victim has an active session on the target site.

* The victim is authenticated via HTTP auth on the target site.

* The victim is on the same local network as the target site.

CSRF has primarily been used to perform an action against a target site using the victim's privileges,
but recent techniques have been discovered to disclose information by gaining access to the response.
The risk of information disclosure is dramatically increased when the target site is vulnerable o XSS,
because X3S can be used as a platform for CSRF, allowing the attack to operate within the bounds of
the same-origin policy.

http/192.168.33.111/dvws/vulnerabilities/jwt/api.php

POST

<form method="post" action="">

http://192.168.33.111/dvws/vulnerabilities/jwtlogin.php

GET

OWASP ZAP full scan for DVWS application report

The preceding screenshot is the report from the OWASP ZAP full scan for the DVWS
application. We can clearly see the difference between the Baseline scan and the full scan,
based on the number of vulnerabilities, different types of vulnerabilities, and risk rating.
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Testing web APls

Similar to the ZAP Baseline scan, the fine folks behind ZAP provide a script as part of their
live and weekly Docker images. We can use it to run scans against API endpoints defined
either by OpenAPI specification or Simple Object Access Protocol (SOAP).

The script can understand the API specifications and import all the definitions. Based on
this, it runs an active scan against all the URLs found:

— name: Running OWASP ZAP API Scan

hosts: zap

remote_user: "{{ remote_user_name }}"

gather_facts: no

become: yes

vars:
remote_user_name: ubuntu
owasp_zap_image_name: owasp/zap2docker—-weekly
website_url: {{ website_url }}
reports_location: /zapdata/
scan_name: owasp-zap-api-scan-dvws
api_type: openapi

tasks:
- name: adding write permissions to reports directory
file:
path: "{{ reports_location }}"
state: directory
owner: root
group: root
recurse: yes
mode: 0777

- name: running owasp zap api scan container against "{{ website_url
P
docker_container:

name: "{{ scan_name }}"

image: "{{ owasp_zap_image_name }}"

interactive: yes

auto_remove: yes

state: started

volumes: "{{ reports_location }}:/zap/wrk:rw"

command: "zap-api-scan.py -t {{ website_url }} -f {{ api_type }} -r
{{ scan_name }}_report.html"

- name: getting raw output of the scan
raw: "docker logs —-f {{ scan_name }}"
register: scan_output
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- debug:
msg: "{{ scan_output }}"

Continuous scanning workflow using ZAP and
Jenkins

Jenkins is an open source automation server. It is used extensively in CI/CD pipelines.
These pipelines usually refer to a series of automated steps that occur based on triggers,
such as code commits to version control software or a new release being created.

We already saw the example of ZAP Baseline's scans being part of the Mozilla release cycle.
We can integrate ZAP with Jenkins. While there are many ways we can do this, a useful set
of steps will be the following:

Based on a trigger, a new ZAP instance is ready for scanning
The ZAP instance runs against an automatically deployed application
The results of the scan are captured and stored in some format

L e

If we choose, the results can also create tickets in bug tracking systems such as
Atlassian Jira

For this, we will set up our pipeline infrastructure first:

1. Set up Jenkins using a playbook
2. Add the official OWASP ZAP Jenkins plugin
3. Trigger the workflow using another playbook

The official OWASP ZAP Jenkins plugin can be found at https://wiki.
0 jenkins.io/display/JENKINS/zap+plugin.

Setting up Jenkins

Set up Jenkins on the server to be used as a CI/CD platform for OWASP ZAP. This will
return the Jenkins administrator password and once it has been done, we can install the
Ansible plugin:

- name: installing jenkins in ubuntu 16.04

hosts: jenkins
remote_user: {{ remote_user_name }}
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gather_facts: False
become: yes
vars:

remote_user_name: ubuntu

tasks:
- name: adding jenkins gpg key
apt_key:

url: 'https://pkg.jenkins.io/debian/jenkins-ci.org.key'
state: present

— name: jeknins repository to system
apt_repository:
repo: 'deb http://pkg.Jjenkins.io/debian-stable binary/'
state: present
- name: installing jenkins
apt:
name: jenkins
state: present
update_cache: yes

- name: adding jenkins to startup
service:
name: jenkins
state: started
enabled: yes

— name: printing jenkins default administration password
command: cat "/var/lib/jenkins/secrets/initialAdminPassword"
register: jenkins_default_admin_password

- debug:
msg: "{{ jenkins_default_admin_password.stdout }}"

[127]


https://technet24.ir
https://technet24.ir

Automating Web Application Security Testing Using OWASP ZAP

Chapter 5

Then, we can add the playbook to the project. When the new trigger happens in the Jenkins

build, the playbook will start to scan the website to perform the Baseline scan:

Jenkins DemoProject
Build
Build
Invoke Ansible Playbook n
Playbook path  ${WORKSPACE}/zap-baseline-scan.yml @
Inventory Do not specify Inventory
File or host list
© Inline content
Dynamic inventory [~ @
Content [zap]
localhost ansible _ssh_host=192.168.33.111|
Host subset 2]
Credentials root/****** j o Add ®
I sudo ®
Advanced...
Add build step ~
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Once the playbook triggers, it will execute the playbook against the URL and return the
ZAP Baseline scan output:

Jenkins DemoProject #14

# Back to Project
o Status Console Output Progress: m———u

"= Changes
Started by user hodor
& Console Output Building in workspace /var/lib/jenkins/workspace/DemoProject
~ View as plain text [DemoProject] § sshpass **#*#%*** apsible-playbook /var/lib/jenkins/workspace/DemoProject/zap-

== Edit Build Information baseline-scan.yml -i /tmp/inventory4430787531958624888.ini -f 5 -u root -k

€& Previous Build PLAY [Running OWASP ZAP Baseline Scan] ##ssssisisisrbntssbnthidnthhbissndisnss

TASK [adding write permissions to reports directory] #*##sdirdiriiidridiiriititt
ok: [localhost]

TASK [running owasp zap baseline scan container against "192.168.33.111"] ***
changed: [localhost]

TASK [getting raw OULPUL OF The SCam] *%* % sk ks ks ks ks as ks ko k sk kak sk Ak K
changed: [localhost]

TASK [debug]
ook kR R R R R R kR R R R R R R R R R R R R KRR R R R K
ok: [localhost] => {
"msg": {
"changed": true,
"failed": false,

"rc": 0,
"stderr": "Shared connection to 127.0.0.1 closed.\r\n",
"stdout": "_XSERVTransmkdir: ERROR: euid != 0,directory

/tmp/ . X11-unix will not be created.\r\nOct 15, 2017 1:36:22 PM
java.util.prefs.FileSystemPreferences$l run\r\nINFO: Created user
preferences directory.\r\nTotal of 20 URLs\r\nPASS: Cookie Without
Secure Flag [10011]\r\nPASS: Password Autocomplete in Browser
[10012]\r\nPASS: Incomplete or No Cache-control and Pragma HTTP Header
Set [10015]\r\nPASS: Cross-Domain JavaScript Source File Inclusion
[10017]\r\nPASS: Content-Type Header Missing [10019]\r\nPASS:

Information Disclosure - Sensitive Informations in URL [10024]\r\nPASS:
Ioformation Di al i Sancitiy Ioformation dn HITD DRoforror H dor

Setting up the OWASP ZAP Jenkins plugin

OWASP ZAP working in tandem with Jenkins is a fairly well-known setup. We already
know how to set up Jenkins. We can install the official ZAP Jenkins plugin using our
playbook.

Once the playbook is ready, a bit of manual configuration is required. We start after our
playbook has installed Jenkins and restarted the server so that the plugin is available for our
build jobs.
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Let's create a new build job and call it ZAP-Jenkins, as shown in the following screenshot:

Enter an item name

‘ ZAP-Jenkins

» Required field

s Freestyle project
This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for
something other than software build.

(G . Multi-configuration project
‘\"j Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific builds, etc.

if you want to create a new item from other existing, you can use this option:

o)
v} Copy from [ Type to autocomplete

This will be a freestyle project for us. Now we will add the magic of ZAP to this:

Build

Add build step ~

Execute Windows batch command

|[ Execute ZAP l

Execute shell
Inject environment variables

Invoke top-level Maven targets
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We are following the instructions as given on the Jenkins page for the
official plugin: https://wiki.jenkins.io/display/JENKINS/zap+plugin.

Some assembly required
Specify the interface's IP address and the port number on which ZAP should be listening.
Usually, this port is 8080, but since Jenkins is listening on that, we choose 8090:

Admin Configurations

Workspace

Override Host 127.0.0.1

Default Host is : 127.0.0.1 (Configured under Manage Jenkins > Configure System)

Override Port 8090

Default Port is : 8090 (Configured under Manage Jenkins > Configure System)

For JDK, we choose the only available option, InheritFromJob:

Java

®

JDK InheritFromJob

Installation Method

Custom Tools Installation

© System Installed: ZAP Installation Directory

Environment Variable = ZAPROXY_HOME
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For the installation method, we select the ZAP that is already installed
on /usr/share/owasp-zap. We add this value to a ZAPROXY_HOME environment variable
in /etc/environment.

By doing this, we have ensured that the environment variable values will survive a system
reboot as well:

Run Configurations

Initialization Timeout = 20 @

Enter a value in seconds

Add ZAP Command Line Arguments

Command Line Option Command Line Value ®

-installdir $ZAPROXY_HOME

Add

We specify a fairly small value for a timeout to ensure that in case something goes wrong,
we don't have to wait long to see that the build failed or ZAP isn't responding.

We also specify a command-line option to tell Jenkins what the install directory for ZAP is.

You may need to click on the Advanced button to see these options.

ZAP Home Directory

Path Ivar/lib/jenkins/.ZAP (2)
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We specify the path to the ZAP home directory:

Session Management

© Load Session

Path /var/lib/jenkins/workspace/Z1/attack.session 5 @
") Persist Session
Then we configure where we plan to load the ZAP session from:
Session Properties
Context Name ZAP ${BUILD_ID} @
Include in Context http://demo.testfire.net/* @
S z
Exclude from Context @
S z
Alert Filters 1 @
Authentication ®
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The context name, scope, and exclusions are shown here:

Attack Mode

Starting Point http://demo.testfire.net/ @
Spider Scan ®
Recurse ®
— Subtree Only ®
Max Children to Crawl | 0 @
AJAX Spider (2)
Active Scan (2)
Policy : @
Recurse ®

This is the starting point of the URL to test. The kind of test we are planning to do is Spider
Scan, default Active Scan:

Finalize Run

Generate Reports @

Clean Workspace Reports @
Filename JENKINS_ZAP_VULNERABILITY_REPORT-${BUILD_ID} @

© Generate Report

xml @
html

Format

Finally, we specify the filename for the report that will be generated. We are adding

the BUILD_ID variable to ensure that we don't have to worry about overwriting the reports.

[134]

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Automating Web Application Security Testing Using OWASP ZAP Chapter 5

Triggering the build (ZAP scan)

Once the job is configured, we are ready to trigger the build. Of course, you can manually
click Build now and get going.

But we will configure the build job to be triggered remotely, and at the same time pass the
necessary target information.

Under General check This project is parameterized:

This project is parameterized ®
String Parameter n @
Name TARGET @
Default Value ' http://demo.testfire.net @
Description @
S z
[Plain text] Preview
Add Parameter ~
Inside that, we add a TARGET parameter with a default value.
Under Build Triggers, we specify an authentication token to be passed as a parameter
while remotely triggering a build:
Build Triggers
Trigger builds remotely (e.g., from scripts) ®
Authentication Token | ansible2security
Use the following URL to trigger build remotely: JENKINS_URL/job/Z1/build?token=TOKEN_NAME or /buildWithParameters?
token=TOKEN_NAME
Optionally append scause=Cause+Text to provide text that will be included in the recorded build cause.
Build after other projects are built @
Build periodically ®
) Poll SCM )
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Try to ensure that this token is sufficiently lengthy and random, and not the simple word
we have used as an example.

A great way to generate sufficiently random strings in Linux/macOS is to
use the OpenSSL command. For the hex output (20 is the length of the
output), use openssl rand -hex 20.For the base64 output (24 is the
length of the output), use openssl rand -baseé64 24.

At this point, all we have to do is note the API Token of the logged in user
(from http://JENKINS-URL/user/admin/configure):

API Token

Show API Token...

Clicking Show API Token will show the token:

API Token

User ID admin

AP Token cba32a496b0974487b3449199e2c450¢ ®

Change API Token

We can now use a command-line tool, such as curl, to see if this works.

The format of the link is curl
"http://username:API-TOKEN@JENKINS-URL/job/ZAP-Jenkins/buildWithParamet
ers?TARGET=http://demo.testfire.net&token=ansible2security".

This will trigger the build and the application will get scanned for security issues.

Playbook to do this with automation

To perform the preceding trigger, we can use the following Ansible playbook. This can be
used in our Ansible Tower to schedule the scan as well.
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The following playbook can store the the API Token key using Ansible Vault, feature to
store secret data in an encrypted format in playbooks. We will learn more about Ansible
Vault usage in chapter 11, Ansible Security Best Practices, References and Further Reading.

To create an Ansible Vault encrypted variable, run the following command. When it
prompts for a password, give a password to encrypt this variable and it requires while
executing the playbook

echo 'YOURTOKENGOESHERE' | ansible-vault encrypt_string --stdin-name
'jenkins_api_token'

After executing, it returns the encrypted variable which we can use in the playbook it self
directly as a variable:

- name: jenkins build job trigger
hosts: localhost
connection: local
vars:
jenkins_username: username
jenkins_api_token: !vault |
SANSIBLE_VAULT;1.1;AES256
366365633139323133663130306232326233383336383634653433396363623535343635363
66161
3062666536613764396439326534663237653438616335640a6135646433666234626663616
33763
313261613036666533663439313662653332383839376564356630613636656434313366383
53436
3532646434376533390a6463326466396531613431653638326162333332323231306230343
13032
66643537336634633263346363313437666262323064386539616333646132353336
jenkins_host: 192.168.11.111
jenkins_target_url: 'http://demo.testfire.net'
jenkins_token: ansible2security

tasks:
- name: trigger jenkins build
uri:
url: "http://{{ jenkins_username }}:{{ jenkins_api_token }}@{{
jenkins_host }}/job/ZAP-Jenkins/buildWithParameters?TARGET={{
jenkins_target_url }}&token={{ jenkins_token }}"
method: GET
register: results
- debug:
msg: "{{ results.stdout }}"
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To perform the ansible-vault decryption while executing the playbook, the playbook
execution command looks like this:

$ ansible-playbook --ask-vault-pass main.yml

ZAP Docker and Jenkins

There is a great blog series by the folks at Mozilla about configuring the ZAP Docker with
Jenkins. Rather than repeating what they have to say, we thought it made sense to point
you to the first post in that series.

For further reading, you can check out the interesting blog Dockerized,
OWASP-ZAP security scanning, in Jenkins, part one at https://blog.
mozilla.org/webga/2016/05/11/docker—-owasp—-zap-part—-one/.

Summary

OWASP ZAP is a great addition to any security team's arsenal of tools. It provides complete
flexibility in terms of what we can do with it and how it can fit into our setup. By combining
ZAP with Jenkins, we can quickly set up a decent production-worthy continuous scanning
workflow and align our process around it. Ansible allows us to install and configure all of
these great tools using playbooks. This is great as it is mostly a one-time effort and then we
can start seeing the results and the reports for ZAP.

Now that we are on our way to automating security tools, next we shall see the most
popular vulnerability assessment tool, Nessus, and how we can build a similar workflow
for vulnerability assessment for software and networks.
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Vulnerability Scanning with
Nessus

Scanning for vulnerabilities is one of the best understood periodic activities security teams
take up on their computers. There are well-documented strategies and best practices for
doing regular scanning for vulnerabilities in computers, networks, operating system
software, and application software:

e Basic network scans
¢ Credentials patch audit
¢ Correlating system information with known vulnerabilities

With networked systems, this type of scanning is usually executed from a connected host
that has the right kind of permissions to scan for security issues.

One of the most popular vulnerability scanning tools is Nessus. Nessus started as a network
vulnerability scanning tool, but now incorporates features such as the following:

e Port scanning

Network vulnerability scanning

Web application-specific scanning

Host-based vulnerability scanning
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Introduction to Nessus

The vulnerability database that Nessus has is its main advantage. While the techniques to
understanding which service is running and what version of the software is running the
service are known to us, answering the question, "Does this service have a known
vulnerability" is the important one. Apart from a regularly updated vulnerability database,
Nessus also has information on default credentials found in applications, default paths, and
locations. All of this fine-tuned in an easy way to use CLI or web-based tool.

Before diving into how we are going to set up Nessus to perform vulnerability scanning
and network scanning against our infrastructure, let's see why we have to set it up and
what it will give us in return.

In this chapter, we will focus on doing vulnerability scanning using Nessus. We will try out
the standard activities required for that and see what steps are needed to automate them
using Ansible:

Installing Nessus using a playbook.
Configuring Nessus.

Running a scan.

Running a scan using AutoNessus.

Installing the Nessus REST API Python client.
Downloading a report using the API.

A

Installing Nessus for vulnerability assessments

First, get the URL to download the Nessus from https://www.tenable.com/products/
nessus/select-your—-operating-system, then select the Ubuntu operating system, and
then run the following playbook role against the server on which you want to set up
Nessus:

- name: installing nessus server
hosts: nessus

remote_user: "{{ remote_user_name }}"
gather_facts: no
vars:

remote_user_name: ubuntu

nessus_download_url:
"http://downloads.nessus.org/nessus3dl.php?file=Nessus—-6.11.2-ubuntull110_am
d64.deb&licence_accept=yes&t=84ed6ee87£926£f3d17a218b2e52b61£f0"
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tasks:
- name: install python 2
raw: test —-e /usr/bin/python || (apt -y update && apt install -y

python-minimal)

- name: downloading the package and installing
apt:
deb: "{{ nessus_download_url }}"

- name: start the nessus daemon
service:
name: "nessusd"
enabled: yes
state: started

Configuring Nessus for vulnerability scanning

Perform the following steps to configure Nessus for vulnerability scanning:

1. We have to navigate to https: //NESSUSSERVERIP: 8834 to confirm and start
the service:

@ Insecure Connec x

€ 0 192.168.33.109 < ea B ¥ A 9 &

Your connection 1s not secure
The owner of 192.168.33.109 has configured their website improperly. To protect
your information from being stolen, Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

192.168.33.109:8834 uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate
certificates.

An additional root certificate may need to be imported.

The certificate is not valid for the name 192.168.33.109.

Error code: SEC_ERROR_UNKNOWN_ISSUER

;Add Exception...?
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2. As we can see it returns with an SSL error and we need to accept the SSL error
and confirm the security exception and continue with the installation:

Add Security Exception
@ You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask
you to do this.

Server

Location: | https://192.168.33.109:8834/| Get Certificate

Certificate Status

This site attempts to identify itself with invalid
information.

Wrong Site

View..

The certificate belongs to a different site, which could mean that
someone is trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn’'t been verified as
issued by a trusted authority using a secure signature.

P Permanently store this exception

Confirm Security Exception Cancel
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3. Click on Confirm Security Exception and continue to proceed with the
installation steps:

Welcome to Nessus Nessus )

Thank you for installing Nessus, the industry leader in vulnerability scanning. This application allows you to:

* Run high-speed vulnerability and discovery scans on your network

* Conduct agentless auditing on hosts to confirm they are running up-to-date software
* Perform compliance checks on hosts to verify they are adhering to your security policy
# Schedule scans to launch automatically at the frequency you select

* And much more!

Press continue to perform account setup, register or link this scanner, and download the latest plugins.
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4. Click on Continue and provide the details of the user, this user has full
administrator access:

Account Setup Nessuso

In order to use this scanner, an administrative account must be created. This user has full control of the
scanner—with the ability to create/delete users, stop running scans, and change the scanner configuration.

Username poweruser

Password seseseseee

5. Then finally, we have to provide the registration code (Activation Code), which
can be obtained from registering at https://www.tenable.com/products/

nessus—home:
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Registration

access to download these plugins.

Registration

Nessuso"

As new vulnerabilities are discovered and released into the public domain, Tenable's research staff creates
plugins that allow Nessus to detect their presence. These plugins contain vulnerability information, algorithms to
test for the presence of the issue, and a set of remediation actions. Registering this scanner will grant you

Nessus (Home, Professional or Manager)

Activation Code BO83- X0 XOXXK- XXX K- XXXXK

Advanced Settings

6. Now it will install the required plugins. It will take a while to install, and once it

is done we can log in to use the application:

Nessus @)

poweruser
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7. Now, we have successfully set up the Nessus vulnerability scanner:

Nessusm Scans Settings A poweruser o

My Scans Import New Folder

@ My Scans
il All Scans

Create a new scan
M Trash

a Policies
Plugin Rules

g@g Scanners

Executing scans against a network

Now, it's time to perform some vulnerability scanning using Nessus.

Basic network scanning

Nessus has a wide variety of scans, some of them are free and some of them will be
available only in a paid version. So, we can also customize the scanning if required.
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The following are the list of templates currently available:

Scan Templates

< Back to Scans

Scanner

P 8

Advanced Scan Audit Cloud Infrastructure

J\A \

Basic Network Scan Credentialed Patch Audit

Intel AMT Security Bypass Internal PCI Network Scan

?

Badlock Detection

>

DROWN Detection

\3

Malware Scan

Bash Shellshock Detection

Host Discovery

MDM Config Audit
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1. We can start with a basic network scan to see what's happening in the network.
This scan will perform a basic full system scan for the given hosts:

New Scan / Basic Network Scan
< Back to Scan Templates
Settings Credentials
BASIC v
Name basic-network-scan
General
Schedule o
Description basic network scan
Notifications
DISCOVERY
ASSESSMENT Folder My Scans -
REPORT
Targets 192.168.33.0/24|
ADVANCED
Upload Targets Add File
e -

2. Asyou can see in the preceding screenshot, we have to mention the scan name
and targets. Targets are just the hosts we want.
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Targets can be given in different formats, such as 192.168.33.1 fora
single host, 192.168.33.1-10 for a range of hosts, and also we can
upload the target file from our computer.

Choosing the New Scan / Basic Network Scan for analysis using Nessus:

New Scan / Basic Network Scan

< Back to Scan Templates

Settings Credentials
BASIC
Port scan (common ports) -
DISCOVERY ~ SEWM S
ASSESSMENT
General Settings:
REPORT
Always test the local Nessus host
ADVANCED

Use fast network discovery

Port Scanner Settings:
Scan common ports
Use netstat if credentials are provided

Use SYN scanner if necessary

Ping hosts using:
TCP
ARP
ICMP (2 retries)
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3. We can also customize the scan type. For example, we can perform a common
ports scan which will scan known ports, we can also perform a full port scan if

required:

New Scan / Basic Network Scan

< Back to Scan Templates
Settings Credentials

BASIC

DISCOVERY Scan Type
ASSESSMENT v

REPORT

ADVANCED

Save - Cancel

Default

Default

Scan for known web vulnerabilities

Scan for all web vulnerabilities (quick)
Scan for all web vulnerabilities (complex)
Custom

Disable CGI scanning

Web Applications:

Disable web application scanning

[150 ]

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Vulnerability Scanning with Nessus

Chapter 6

4. Then, similarly, we can specify to perform a different type of web application
scan, as mentioned previously:

Settings

BASIC
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Save -

New Scan / Basic Network Scan
< Back to Scan Templates

Credentials

Processing

Override normal verbosity

® | have limited disk space. Report as little information as p

Report as much information as possible

+  Show missing patches that have been superseded

+  Hide results from plugins initiated as a dependency

Output

+  Allow users to edit scan results

Designate hosts by their DNS name

Display hosts that respond to ping

Display unreachable hosts

Cancel
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5. The reporting also can be customized as per the requirements using the available

options:

New Scan / Basic Network Scan

< Back to Scan Templates

Settings Credentials

BASIC
DISCOVERY canjlivpe
ASSESSMENT

REPORT

ADVANCED ~

e wpae,

Default

Default
Scan low bandwidth links
Custom

30 simultaneous hosts (max)
4 simultaneous checks per host (max)

5 second network read timeout

6. The preceding options are very important while scanning critical infrastructure.
These options are to ensure we are not producing a lot of traffic and network
bandwidth in the target network. Nessus allows us to customize as per the use

case and requirements:

New Scan / Basic Network Scan
< Back to Scan Templates

Settings Credentials

DATABASE Database

Database
Username

MongoDB

HOST Password

MISCELLANEOUS
Database Type Oracle hd

PLAINTEXT AUTHENTICATION
Database Port 1521
Auth type SYSDBA -
Service type Sib hd
Service

[ -

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Vulnerability Scanning with Nessus Chapter 6

7. The preceding screenshot represents whether we already have existing
credentials for any service and if it requires scanning, we can mention them here.
Nessus will use these credentials to authenticate while scanning and this gives
better results. Nessus supports multiple types of authentication services:

My Scans Import New Folder

Name Schedule Last Modified

basic-network-scan On Demand N/A

8. Scans can be scheduled if required, or are available on-demand. We can click the
Launch button (play icon) to start a scan with given configuration parameters:

basic-network-scan Configure Audit Trail Launch ¥ Export ¥
< Back to My Scans

Hosts 3 Vulnerabilities 140 Remediations 13 History 1
Filter ~
Scan Details
Host Vulnerabilities Name: basic-network-scan
Status: Completed
192.168.33.2 E Y 11 Policy: Basic Network Scan
Scanner: Local Scanner
192.168.33.109 i Start: Today at 8:57 PM
End: Today at 9:07 PM
192.168.33.10 2 50 Elapsed: 9 minutes

Vulnerabilities

, ® Critical
High

Medium

® low

\ ® Info
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9. Scan results are available via a dashboard based on host, vulnerabilities, severity
level, and so on:

basic-network-scan / Plugin #51988 Configure  Audit Trail Launch ~ Export ~

< Back to Vulnerabilities

Hosts 3 Vulnerabilities 140 Remediations 13 History 1

Rogue Shell Backdoor Detection

Plugin Details
Description Severity: Critical
A shell is listening on the remote port without any authentication being required. An attacker may use it by connecting to the remote port and sending ID: 51988
commands directly. Version: $Revision: 1.6 $
Type: remote
Solution Family: Backdoors
Verify if the remote host has been compromised, and reinstall the system if necessary. Published: February 15, 2011
Modified: June 8, 2016
Output
Risk Information
Nessus was able to execute the command "id" using the

following request :

Risk Factor: Critical
CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C
N:G/IA:C

Port Hosts

1524 / tcp / wild_shell 192.168.33.2

10. The preceding screenshot shows how Nessus will produce detailed results of the
existing vulnerabilities with sample Proof of Concept (POC) or command output
as well. It also provides a detailed summary of the fix, vulnerability, and
references.

Running a scan using AutoNessus

With the AutoNessus script, we can do the following:

e List scans
e List scan policies
e Do actions on scans such as start, stop, pause, and resume

The best part of AutoNessus is that since this is a command-line tool, it can easily become
part of scheduled tasks and other automation workflows.
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Download AutoNessus from https://github.com/redteamsecurity/

AutoNessus.

Setting up AutoNessus

The following code is the Ansible playbook snippet to set up AutoNessus and configure it
to use Nessus using credentials. This playbook will allow the setup of the aut oNessus tool
in the path and we can use it as a simple system tool:

— name: installing python-pip
apt:
name: python-pip
update_cache: yes
state: present

- name: install python requests
pip:
name: requests

- name: setting up autonessus
get_url:
url:
"https://github.com/redteamsecurity/AutoNessus/raw/master/autoNessus.py"
dest: /usr/bin/autoNessus
mode: 0755

- name: updating the credentials

replace:
path: /usr/bin/autoNessus
regexp: "{{ item.src }}"

replace: "{{ item.dst }}"
backup: yes
no_log: True

with_items:

- { src: "token = '"'", dst: "token = '{{ nessus_user_token }}'" }

- { src: "url = 'https://localhost:8834'", dst: "url = '{{ nessus_url
}}l" }

- { src: "username = 'xxxxx'", dst: "username = '{{ nessus_user_name
}}l" }

- { src: "password = 'xxxxx'", dst: "password = '{{
nessus_user_password }}'" }
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no_log: True will censor the output in the log console of Ansible output.
It will be very useful when we are using secrets and keys inside
playbooks.

Running scans using AutoNessus

The following playbook code snippets can be used to perform scans on demand as well as
ones that are scheduled. This can also be used in Ansible Tower, Jenkins, or Rundeck.

Before running the automated scans using AutoNessus, we have to create them in the
Nessus portal with required customization, and we can use these automated playbooks to
perform tasks on top of it.

Listing current available scans and IDs
The following snippet will return the currently available scans and returns the IDs with

information:

- name: list current scans and IDs using autoNessus
command: "autoNessus —-1"
register: list_scans_output

- debug:
msg: "{{ list_scans_output.stdout_lines }}"

urrent scans and IDs USing AUtONESSUS] *****X&kxikkkAAkK KKK AKX KEAEKAK KKK KRR KRAAKSSKKKAAKKS KKK EHEEEKKERAEK I ERAAKSS K EAAEER

1

ebug] *#H KKK KKK RRAAK KKK RAAK KKK AAAKK KKK EEEAA KR REAAK KK RAAK SR AAEEI SRR EEAK R REAAT KR AAAS SR EAEEI KRR EEAK KR REAK SRR EAAK KA

TASK [listscans

Ansible output returning list of available scans with IDs information
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Starting a specified scan using scan ID
The following snippet will start the specified scan based on scan_id and returns the status

information:

- name: starting nessus scan "{{ scan_id }}" using autoNessus
command: "autoNessus -sS {{ scan_id }}"
register: start_scan_output

- debug:
msg: "{{ start_scan_output.stdout_lines }}"

TASK [Startscan B Starting nessus scan "17" using autONeSSuS] X 3K K 3 5K % K K KKK K R K R 3 K KK KK KK K R 3 K 30K 30K XKOK 30K 30K 30K 30K XK XK X0 XK XK X
changed: [192.168.33.109]

debug] ek sk ok s ok sk ok ok sk ok ok sk ok s ok sk ok s ok ok ok s ok ok ok s ok ok ok s ok Sk s ok ook s ok ok ok s ok ook s ok Sk s ok ook s ok ok ok s ok sk e ok Sk e ok Sk e ok SOk e ok SOk ook SOk ok ok K

TASK [startscan :

Ansible output returning scan status after starting

Similarly, we can perform pause, resume, stop, list policies, and so on.
Using the AutoNessus program, these playbooks are available. This can be
improved by advancing the Nessus API scripts.
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Storing results

We can also get a detailed view of the vulnerability, solutions, and risk information related
to vulnerability:

basic-network-scan Configure Audit Trail Launch ~ Export ¥
< Back to My Scans
Nessus
Hosts 3 Vulnerabilities 140 Remediations 13 History 1 HTML
csv
Filter «
Scan Details Nessus DB
Host Vulnerabilities Name: basic-network-scan
Status: Completed
7 114
192.168.33.2 E Policy: Basic Network Scan
Scanner: Local Scanner
192.168.33.109 l “ Start: Today at 8:57 PM
End: Today at 9:07 PM
2 30
192.168.33.10 Elapsed: 9 minutes

Vulnerabilities

’ ® Critical
High

Medium
® Low

‘ ® Info

The entire report can be exported into multiple formats, such as HTML, CSV, and Nessus.
This helps to give more a detailed structure of vulnerabilities found, solutions with risk
rating, and other references:

Export as HTML
Report Custom v
Data « Vulnerabilities
« Remediations
Group by Host v
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The output report can be customized based on the audience, if it goes to the technical team,
we can list all the vulnerabilities and remediation. For example, if management wants to get
the report, we can only get the executive summary of the issues.

Reports can be sent by email as well using notification options in Nessus
configuration.

The following screenshots are the detailed reports from the exported HTML format of the
recent basic network scan. This can be used to analyze and fix the vulnerabilities based on
hosts:

O Nessus

vulnerability scanner

Nessus Scan Report
Thu, 02 Nov 2017 15:37:14 UTC

Table Of Contents

Vulnerabilities By Host
192.168.33.2
192.168.33.10

192.168.33.108
Remediations

Suggested Remediations

Vulnerabilities By Host
[-] Collapse All
[+] Expand All

192.168.33.2

Scan Information
Start time: Thu Nov 2 15:28:01 2017
End time: Thu Nov 2 15:34:19 2017

Host Information

Netbios Name: METASPLOITABLE
IP: 192.168.33.2
MAC Address: 08:00:27:86:ae:f4
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We can see vulnerabilities categorized by hosts previously. We can see each vulnerability in
detail in the following screenshot:

192.168.33.109

Scan Information
Start time: Thu Nov 2 15:28:49 2017
End time: Thu Nov 2 15:33:08 2017

Host Information

P: 192.168.33.109
MAC Address: 08:00:27:9c:6¢:b7 02:82:45:97:eb:f4
os Linux Kernel 4.4.0-83-generic on Ubuntu 16.04

Results Summary
Critical High Medium Low Info Total
2 0 ] 63

Results Details

- 102818 - Ubuntu 16.04 LTS : linux, linux-aws, linux-gke, linux-raspi2, linux-snapdragon vulnerabilities (USN-3405-1) 4]
Synopsis

The remote Ubuntu host is missing one or more security-related patches.

Description

Itwas that a use-after-free ity existed in the POSIX message queue implementation in the Linux kernel. A local attacker could use this to cause a denial of service (system crash) or possibly execute arbitrary
code. (GVE-2017-11176)

Huang Weller discovered that the exi4 filesystem implementation in the Linux kernel mishandled a needs-flushing-before-commit list. A local attacker could use this to expose sensitive information.
(CVE-2017-7495)

It was discovered that a buffer overflow existed in the Broadcom FullMAC WLAN driver in the Linux kernel. A local attacker could use this to cause a denial of service (system crash) or possibly execute arbitrary code
(CVE-2017-7541)

It was discovered that the Linux kernel did not honor the UEF secure boot mode when performing a kexec operation. A local attacker could use this to bypass secure boot restrictions. (CVE-2015-7837).

Note that Tenable Network Security has extracted the preceding description block directly from the Ubuntu security advisory. Tenable has attempted to automatically clean and format it as much as possible without introducing
additional issues.

Solution

Update the affected packages.

Risk Factor

Critical

CVSS Base Score.

Installing the Nessus REST API Python client

Official API documentation can be obtained by connecting to your Nessus server under
8834 /nessus6-api.html.
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To perform any operations using the Nessus REST API, we have to obtain the API keys
from the portal. This can be found in user settings. Please make sure to save these keys:

My Account

Account Settings Change Password API Keys

API| Keys are used to authenticate with the Nessus REST API (version 6.4 or greater) and
passed with requests using the "X-ApiKeys" HTTP header. For more details, see the API

documentation.

NOTICE: API Keys are only presented upon initial generation. Please store them in a safe
location as they can not be retrieved later and will need to be regenerated if lost.

Access Key: ea71bcd063a094b15bed768dd4590bb937b7c637c488b9f11f4ib0f8125c9c14

Secret Key: 0d03d32a8fb1ec7c481a22133d0a95517d017d6f9443f3b171171fd7d2bdd70d

Generate

Downloading reports using the Nessus REST API

The following playbook will use the Nessus REST API to perform export requests for the
report for the given scan_id. It will automate the whole process using a simple playbook.
This will return the HTML output of the report:

— name: working with nessus rest api

connection: local

hosts: localhost

gather_facts: no

vars:
scan_id: 17
nessus_access_key: 620fedffaedd7e9fe429ed749207967ecd7a77471105d8
nessus_secret_key: 295414e22dc9ab56abc7a89dab713487bd397c£860751a2
nessus_url: https://192.168.33.109:8834
nessus_report_format: html

tasks:
- name: export the report for given scan "{{ scan_id }}"
uri:
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url: "{{ nessus_url }}/scans/{{ scan_id }}/export"
method: POST
validate_certs: no

headers:
X-ApiKeys: "accessKey={{ nessus_access_key }}; secretKey={{
nessus_secret_key }}"
body: "format={{ nessus_report_format

}}&chapters=vuln_by_host;remediations"
register: export_request

- debug:
msg: "File id is {{ export_request.json.file }} and scan id is {{
scan_id }}"

— name: check the report status for "{{ export_request.json.file }}"
uri:
url: "{{ nessus_url }}/scans/{{ scan_id }}/export/{{
export_request.json.file }}/status"
method: GET
validate_certs: no
headers:
X-ApiKeys: "accessKey={{ nessus_access_key }}; secretKey={{
nessus_secret_key }}"
register: report_status

- debug:
msg: "Report status is {{ report_status.json.status }}"

- name: downloading the report locally
uri:
url: "{{ nessus_url }}/scans/{{ scan_id }}/export/{{
export_request.json.file }}/download"
method: GET
validate_certs: no
headers:

[162]
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X-ApiKeys: "accessKey={{ nessus_access_key }}; secretKey={{
nessus_secret_key }}"
return_content: yes
dest: "./{{ scan_id }}_{{ export_request.]json.file }}.{{
nessus_report_format }}"
register: report_output

- debug:
msg: "Report can be found at ./{{ scan_id }}_{{
export_request.json.file }}.{{ nessus_report_format }}"

Read more at about the Nessus REST API nhttps://cloud.tenable.com/

api#/overview.

An Ansible playbook for automatic report generation using Nessus REST API:

$ ansible-playbook site.yml
[WARNING]: Could not match supplied host pattern, ignoring: all
[WARNING]: provided hosts list is empty, only localhost is available

PLAY [Working with Nessus rest api] ¥ #kfxxsfxXxxtfxxxsf XXXtk XX ass X XEEEHOXLEEKHLLLHOXEEEXLLREEOXEEEKHLREEELREEHLRE KL LR E LR R

TASK [download_report : export the report fOr given SCan M17"] Xk sk xxahsssshiok Kk kKX XARKEHRRK KK KKK KHAKREEHR KKK HH KK EAARREEHH A KK EAARR KA AT EAARE KKK

TASK [download_report : debug] *X#K stk saxxxxs kXX a6k KX XEEHHXEEE XKLL KHXEEEKHLREKEXHEEKHAREKEXHEK KKK KELHR KR EELHR AR AR EEE LTI HE

TASK [download_report : check the report status for "834426320"] ¥*¥¥XEXtkXXExxXXXEKKXHEKKHLREKKXHEKKHLRKKKXARKKHLRKKKHRKKHLRK KK HHRKKXLRK KK AR KXRKHEEARK K AR LA EEE AR

TASK [download_report : debug] *XXE¥ssxxxxx ks xaaskt sk kk kXK XKKXHHREEE KKK XXX XXKEEHHRIE KK KKK EXXLHEEEHRR KRR LEAEEEE RO AEEEAREE LKA LT EAREE SRR KA LA KK

TASK [download_report : downloading the report 1ocally] *HFkxxxkssssss sk k ki x XXXk EHARE KK KKK KX XXKAKEERRK KKK KKK KXLAREERRH KK KKK HAKRE SRR A A A K EAREE KA AL EAREE KK
calhost]

c ¢ [loc

TASK [download_report : debug] ***Hsss ik kak xaaoh b d 4ok KKK KK AARREE KKK KKK ERHR KKK KRR KRR R KKK KRR SRR KRR KRR KKK KRR K

PLAY RECAP FH¥#XKAHK 4K k4K £ XK AKKEKKAK KA AAK KK AR KA I AAK KK AKKEI AR A AAKEI AT A KK A AT A AA KA AK A A KA KA KA H AKX KKK AR KKK KA KKK KA KX KA A KKK E KK
localhost : c unreachable=0 failed=0

Ansible playbook for automatic report generation and export using Nessus REST API
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Nessus configuration

Nessus allows us to create different users with role-based authentication to perform scans
and review with different access levels:

Users

© About
% Advanced

@ Proxy Server
A From this page, you can view, create, edit, and delete users. Once created, a user is
™ SMTP Server " . . . : . .
configured with a role, which determines their scanner permissions. Additionally, each user

@ Custom CA ‘ can generate a custom API key to authenticate with the REST API.

4 My Account
A8 Users
Name Last Login Role
akash Never System Administrator
madhu Never Standard
Disabled olduser Never Disabled
poweruser Today at 8:44 PM System Administrator

The following screenshot shows how to create a new user with a role to perform the Nessus
activities:

[164 ]

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Vulnerability Scanning with Nessus Chapter 6

Users
< Back to Users
©® About
/A Advanced
% Account Settings
@ Proxy Server
™ SMTP Server Username hodor
@& Custom CA
Full Name Hodor
A My Account Email hodor@localhost.local
A8 Users
PaSSWOrd 0000000000000 00000000
Role Standard a
Standard
System Administrator

Summary

Security teams and IT teams rely on tools for vulnerability scanning, management,
remediation, and continuous security processes. Nessus, by being one of the most popular
and useful tools, was an automatic choice for the authors to try and automate.

In this chapter, we looked at the main activities of vulnerability scanning, such as being able
to install and deploy the tool, initiate a scan, and download a report.

In the next chapter, we will delve deeper into system security and hardening. We will look
at various open security initiatives and benchmarking projects such as STIG, OpenSCAP,
and Center for Internet Security (CIS). We will learn how to integrate them with our
playbooks and automation tools, such as Tower and Jenkins. This chapter on vulnerability
scanning, and the next one on the security hardening of networks and applications create a
solid base to explore more ideas on security automation and keeping your systems secure
and hardened.
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Applications and Networks

Security hardening is the most obvious task for any security-conscious endeavor. By doing
the effort of securing systems, applications, and networks, one can achieve multiple security
goals given as follows:

¢ Ensuring that applications and networks are not compromised (sometimes)
¢ Making it difficult for compromises to stay hidden for long

e Securing by default ensures that compromises in one part of the network don't
propagate further and more

The Ansible way of thinking about automation around security is a great fit for automating
security hardening. In this chapter, we will introduce security benchmarks and frameworks
that can be used to build playbooks that will allow us to do the following things:

e Secure our master images so that as soon as the applications and systems are part
of the network, they offer decent security

¢ Execute audit processes so that we can verify and measure periodically if the
applications, systems, and networks are in line with the security policies that are
required by the organization

This is by no stretch a new idea. Extensive work has taken place in this sphere. We will look
at projects such as dev-sec.io (http://dev-sec.io/), which make it simple to start with
security hardening of our applications and networks.

Technet24
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Topics to be covered in this chapter are as follows:

e Security hardening with benchmarks such as Center for Internet Security (CIS),

Security Technical Implementation Guides (STIG), and National Institute of
Standards and Technology (NIST)

¢ Automating security audit checks for networking devices using Ansible

e Automating security audit checks for applications using Ansible

e Automated patching approaches using Ansible

Security hardening with benchmarks such
as CIS, STIGs, and NIST

Benchmarks provide a great way for anyone to gain assurance of their individual security
efforts. Created by security experts globally or led by security mature government
departments such as NIST, benchmarks cover a whole range of systems, configurations,
software, and more.

Hardening for security mostly boils down to do the following;:

1.

Agreeing on what is the minimal set of configuration that qualifies as secure
configuration. This is usually defined as a hardening benchmark or framework.

Making changes to all the aspects of the system that are touched by such
configuration.

Measuring periodically if the application and system are still in line with the
configuration or if there is any deviation.

If any deviation is found, take corrective action to fix that.
If no deviation is found, log that.

Since software is always getting upgraded, staying on top of the latest
configuration guidelines and benchmarks is most important.

The three important benchmarks/frameworks for our discussion are:

¢ CIS Benchmarks
e STIG guides
e NIST's National Checklist Program (NCP)
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These CIS Benchmarks are usually expressed as PDF documents available to anyone who
would like to get an idea of how secure their system is compared with what CIS experts
think about it.

CIS is a not-for-profit organization with not-for-profit standards for internet
security, and are a recognized global standard and best practices for securing
IT systems and data against attacks. CIS Benchmarks are the only consensus-
based, best-practice security configuration guides both developed and
accepted by the government, business, industry, and academia. For more
information, visit https://www.cisecurity.org/cis-benchmarks

STIG is related to the configuration of information systems by US Government's
department named DISA.

The STIGs contain technical guidance to lock down information
systems/software that might otherwise be vulnerable to a malicious
computer attack. For more information, visit https://iase.disa.mil/

stigs/Pages/index.aspx.

NIST maintains a checklist program that are expressed in files that follows the Security
Content Automation Protocol (SCAP). Software tools can read these files to automate the
configuration changes and audit running configurations.

SCAP enables validated security tools to automatically perform
configuration checking using SCAP-expressed NCP checklists. For more
information, visit https://www.nist.gov/programs—projects/national-

checklist-program.

Operating system hardening for baseline using
an Ansible playbook

Till now, we have created multiple playbooks to perform certain operations. Now, we will
see how we can use existing playbooks from the community (Ansible Galaxy).
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Hardening Framework is a project by Deutsche Telekom to manage thousands of servers
for security, compliance, and maintenance. The goal of this project is to create a common
layer for hardening operating systems and services easily.

If your organization is using chef or puppet tools as configuration
management tools, the concepts are completely the same. You can find
related cookbooks and details at http://dev-sec.io.

The following playbook provides multiple security configurations, standards, and ways to
protect operating system against different attacks and security vulnerabilities.

Some of the tasks it will perform include the following:

Configures package management, for example, allows only signed packages
Remove packages with known issues

Configures pam and pam_1limits modules

Shadow password suite configuration

Configures system path permissions

Disable core dumps via soft limits

Restrict root logins to system console

Set SUIDs

Configures kernel parameters via sysct1

Downloading and executing Ansible playbooks from galaxy is as simple as follows:

$ ansible—-galaxy install dev-sec.os-hardening

- hosts: localhost
become: yes
roles:
- dev-sec.os-hardening
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$ ansible-playbook site.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

R R R PP PP PP PP PP

[Gathering Facts] *#% s rk xxasn s s 6k KKK EARREE KK KKK KA AR EHHRI KKK KA AAKEEE R KA EEAARR SR AA AR A AR KA AR R SRR KX K KRS E KKK XA RR R K

[dev-sec.os-hardening : Set 0S family dependent variables] *FFxsixexsfss XX s KXXEEEXXLREXHLHEKKHLRKKXLHRKEXHRKKELHREELHRKKLEEHHEEERKEEKELEEEKARE KR AR AR K

[dev-sec.os-hardening : Set 05 dependent variables] XFX¥XffkxfExsixkftxstkxExxstxs rkaxss ks xsanssKxearsrrs £xsann st s xxsExrarss KxEaxsRes Kxsane s aes axs Eensas s Kens s
[dev-sec.os-hardening : create limits.d-directory if it does not exist | SySctl-31a, SySCtL-BLb] * ke s i ankas s xaihs kahk kam b in ks Kan sk hkkas ks ks n K ank s
[dev-sec.os-hardening : create sane limits.conf | sysctl-31a, SySctl-31b] **XXersxxaxxxaxx s xaxs Kxars xx e axxxax s KxExe KxBKxEx KR LKL KRR E KR KE KR KKK LKA E KR AR AK R
[dev-sec.os-hardening : create login.defs | 05-05, 0S-B5b] XXX axxextxxaxsxxaxs KXk ax Xk s KRExe KXBKEEXIKK LK KKK E KKK L KX EKK LK KKK LXK E KR KL EE KK LKA E KR AR AK R

changed: [localhost

TASK [dev-sec.os-hardening : find directories for MINiMizing ACCESS] **H*k Kk kkssasmi ki kXX AAKREHRI KK KK KKK EAAKKEHHH KKK A KK EAARREEH KK KA AKEE SR A A EEAARRE SR A A

TASK [dev-sec.os-hardening : minimize acCess] *¥H XXXtk Xtk X xxakk X XLXKXXXHKKKXLRKKELHRKKLEEKHKLEEKKEEEKHLRE KK XAREKHLRE KK AR EHLRR AR KRR SRS EE LKA

The dev-sec.os-hardening playbook in execution

The preceding playbook will detect the operating system and perform hardening steps
based on the different guidelines. This can be configured as required by updating the
default variables values. Refer to https://github.com/dev-sec/ansible-os-hardening for
more details about the playbook.

STIGs Ansible role for automated security
hardening for Linux hosts

OpenStack has an awesome project named ansible-hardening (https://github.com/
openstack/ansible-hardening), which applies the security configuration changes as per
the STIGs standards. More details about the STIGs benchmarks for Unix/Linux operating
systems can be found at https://iase.disa.mil/stigs/os/unix-1linux/Pages/index.

aspx.
It performs security hardening for the following domains:

e accounts: User account security controls

e aide: Advanced Intrusion Detection Environment
e auditd: Audit daemon

e auth: Authentication
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file_perns: Filesystem permissions
graphical: Graphical login security controls
kernel: Kernel parameters

1sm: Linux Security Modules

misc: Miscellaneous security controls
packages: Package managers

sshd: SSH daemon

The ansible-hardening playbook supports multiple Linux operating systems

CentOS 7

Debian jessie

Fedora 26

openSUSE Leap 42.2 and 42.3

Red Hat Enterprise Linux 7

SUSE Linux Enterprise 12 (experimental)
Ubuntu 16.04

For more details about the project and documentation, see https://docs.openstack.org/

ansible-hardening/latest.

Download the role from the GitHub repository itself using ansible-galaxy as follows:

$ ansible-galaxy install git+https://github.com/openstack/ansible-hardening

The playbook looks like the following. As similar to the previous playbook, this can be
configured as required by changing the default variables values:

- name: STIGs ansible-hardening for automated security hardening
hosts: servers
become: yes
remote_user: "{{ remote_user_name }}"
vars:
remote_user_name: vagrant
security_ntp_servers:

- time.nist.gov
- time.google.com

roles:
- ansible-hardening
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$ ansible-playbook -i inventory.ini main.yml --ask-pass
SSH password:

[STIGs ansible-hardening for automated security hardening] ***X Exssskisxxkxx X XxaREEEHK KK KKK KKK XLAREEERK KK KKK KXLAREEEHHK KK ER A EAREE SRR A A KRR KA K EAARR

[Gathering Facts] *F*xxxfxxxxass s sk kxx 66X KX XEKREEEH KKK KEXKKXXLHREEERH KK LR XK EHRRE LR R LK LR AKEEERR RS EEHAAREEER KA AR E SRR HE AR KK

[ansible-hardening : Gather variables for each Operating SyStem] ***ffffxakssxxkxxx##aasssiitkx Xk hRREXXKKK KKK KKK AKX IIIKK KR AR RREXKKL KK KKK S ARRES SRR EAAA KKK K

[ansible-hardening : Check for check/audit Mode] *** KK Xxass x4k X XArk K XXARKXHLRKKXXARKKXLRKKXXHRKKXLHKHELHRKKLLEKHELHEKKEEE KIS KL LSRR AL KRS HEE AR AAR

[ansible-hardening : Check to see if we are booting with EFT or UEFI] *¥¥Xfxxxstskssx st X askt sk xixtxak sttt sttt oo kRS R X

[ansible-hardening : Set facts] ****kxxxxkxxxxasssskhxx kX kX KX XXLREEERI KK KKK XXX XLAKEEEE KKK KKK LAREEEE KKK EAREE SRR KA EARE SRS HAEEEARE SR KA EEAARK

[ansible-hardening : Check if grub is present on the remote NOde] ik ks shkshs skt Kk Kk K XAAKEEHHK KKK KKK HAAKREH R KKK A KK EAAREEEHH KA AEEAARE KA A KR AARR

[ansible-hardening : include] *¥xkkssxass KEXEEEKHAREKHKREKKHAREKHLREK KKK KHLRRK KKK KELHRE KRR EEEHR LR AR EEEER AL EEE LS EE AR AL AR AR A AR

[ansible-hardening : Create temporary directory to hold any temporary files] XX rxksxxxxxxxxaxxtaxkxx KXkt X EXOEXEHNRKHEKHLXEXXLLEEEERK KK KX LKL XOLREEER KR AARE AKX

[ansible-hardening : Set a fact for the temporary direCtory] *FEKEssrirxxk kX xaasasskkkk K KKK KK XLAREEEHHK KK KKK KXLAREEEHH KKK E KKK EAAREE SR AAEEAARE KA AT EAARR

[ansible-hardening : inClude] *¥**kXas XX ass K XxLE X XXAREKHLLEKKHAREXHLHEKKXARKKELHEKEHRKXELHRKEXHRKXELHRE LR E LRSS AR OEE AR AR

[ansible-hardening : Verify all installed RPM packages] *¥¥ &xftxsxxxskx & ks ¥ X sk £ Xakk X XXakk X XHhKKXLHRKKXLRKKKLHRKKEHRKKELHHHKLERHHEEEHRKEEEHHEE R EEE KRS EEE R AAS

[ansible-hardening : Check for .shosts or shosts.equiv Files] XFKKExxkxxxxrxxxxarkEEEKKEEEXXKKLLRREE KKK XXX XXX EEERI KK KRR XLAREEER KKK A AARE SRR KA A AR K K

An Ansible-hardening playbook in execution CentOS-7 for STIGs checklist

The preceding playbook is executing on a CentOS-7 server against the STIG checklist.

Continuous security scans and reports for
OpenSCAP using Ansible Tower

OpenSCAP is a set of security tools, policies, and standards to perform security compliance
checks against the systems by following SCAP. SCAP is the U.S. standard maintained by
NIST.

The SCAP scanner application reads a SCAP security policy and checks whether the system
is compliant with it. It goes through all of the rules defined in the policy one by one and
reports whether each rule is fulfilled. If all checks pass, the system is compliant with the
security policy.

OpenSCAP follows these steps to perform scanning on your system:

e Install SCAP Workbench or OpenSCAP Base (for more information, visit https:/

/Www.open—scap. org)

e Choose a policy
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¢ Adjust your settings
¢ Evaluate the system

The following playbook will install openscap-scanner and scap-security-guide
software to perform checks. Then, it will perform the scan as per the given profile and
policy using the oscap tool.

As you can see, the variable oscap_profile is to use the profile from the list of available
profiles and oscap_policy is to choose the specific policy to scan the system:

- hosts: all
become: yes
vars:
oscap_profile: xccdf_org.ssgproject.content_profile_pci-dss
oscap_policy: ssg-rhel7-ds

tasks:
- name: install openscap scanner
package:
name: "{{ item }}"

state: latest
with_items:
— openscap-scanner
- scap-security-guide

- block:
- name: run openscap
command: >

oscap xccdf eval
—-profile {{ oscap_profile }}
—--results-arf /tmp/oscap-arf.xml
—--report /tmp/oscap-report.html
—-—fetch-remote-resources
/usr/share/xml/scap/ssg/content/{{ oscap_policy }}.xml

always:
— name: download report
fetch:
src: /tmp/oscap-report.html
dest: ./{{ inventory_hostname }}.html
flat: yes
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Check playbook reference at https://medium.com/@jackprice/ansible-openscap-for-
compliance—-automation-14200£e70663.

Now, we can use this playbook to perform continuously automated checks using Ansible
Tower:

1. First, we need to create a directory in Ansible Tower server in order to store this
playbook with the awx user permission to add the custom playbook.

2. Create a new project in Ansible Tower to perform the OpenSCAP setup and scan
against the checks:

@ TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin o) = & (V]
PROJECTS / OpenSCAP
OpenSCAP
DETAILS PERMISSIONS NOTIFICATIONS
* NAME DESCRIPTION * ORGANIZATION
OpenSCAP Q, Default
*SCM TYPE PROJECT BASE PATH * PLAYBOOK DIRECTORY
Manual v Mvar/lib/awx/projects openscap v
CANCEL SAVE
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3. Then, we have to create a new job to execute the playbook. Here, we can include
the list of hosts, credentials for login, and other details required to perform the
execution:

QTOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin 3

m
L]
c]

TEMPLATES / OpenSCAP

OpenSCAP

DETAILS COMPLETED JOBS PERMISSIONS NOTIFICATIONS

* NAME DESCRIPTION *]OB TYPE
OpenSCAP Run M

~JPrompt on launch

*NVENTORY * PROJECT * PLAYBOOK
Q| prod-centos Q. OpenSCAP site.yml M

~)Prompt on launch

* MACHINE CREDENTIAL CLOUD CREDENTIAL NETWORK CREDENTIAL
Q| prod-centos-creds Q Q

~)Prompt on launch

FORKS LM *VERBOSITY

0 - 0 (Normal) -
“JPrompt on launch

JOBTAGS SKIP TAGS OPTIONS

~|Enable Privilege Escalation
~|Allow Provisioning Callbacks
~|Enable Concurrent Jobs

—JPrompt on launch ~JPrompt on launch
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4. This audit can be scheduled to perform frequently. Here you can see that we
scheduled every day, this can be modified as per compliance frequency (security

compliance requires to perform these kinds of audits frequently):

A

TOWER PROJECTS INVENTORIES

TEMPLATES

TEMPLATES / OpenSCAP / SCHEDULES / CREATE SCHEDULE

OpenSCAP Audit

*

NAME

OpenSCAP Audit

*

LOCAL TIME ZONE

Asia/Kolkata

FREQUENCY DETAILS

*

1

EVERY

SCHEDULE DESCRIPTION

every day
QCCURRENCES (Limited to first 1

11/8/2017 00:00:00 IST

11/9/2017 00:00:00 IST

11/10/2017 00:00:00 IST
11/11/2017 00:00:00 IST
11/12/2017 00:00:00 IST
11/13/2017 00:00:00 IST
11/14/2017 00:00:00 IST
11/15/2017 00:00:00 IST
11/16/2017 00:00:00 IST
11/17/2017 00:00:00 IST

~| DAYS

JjoBs @ admin o =
* START DATE * START TIME (HH24:MM:SS)
g 11082017 0 ~:[0 [0

* REPEAT FREQUENCY

Day

*END

Never

0) DATE FORMAT © LOCAL TIME uTC

L]
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5. We can also launch this job on demand when required. The playbook execution

looks as follows:

@ rover

JOBS / 38- OpenSCAP

DETAILS
STATUS
STARTED
FINISHED
TEMPLATE
JOBTYPE
LAUNCHED BY
INVENTORY
PROJECT

PLAYBOOK

PROJECTS

INVENTORIES

® Successful
11/8/2017 9:45:26 PM
11/8/2017 9:45:52 PM
OpenSCAP

Run

admin

prod-centos
OpenSCAP

siteym

MACHINE CREDENTIAL  prod-centos-creds

FORKS

VERBOSITY

EXTRA VARIABLES @

0

0 (Normal)

OpenSCAP

SSH password:

PLAY

TASK

TASK

TASK
TASK

PLAY

@admn  H = & O

PLAYS @G TASKS @B HOSTS @B ELAPSED @III® X L

[al1]

[Gathering Facts] ****xx*

[install openscap scanner]

[run openscap]

[download report] ****

RECAP

unreachable=0

failed=0

21:45:28

21:45:28

21:45:29

21:45:33

21:45:48

21:45:50

6. The output of the playbook will generate the OpenSCAP report, and it will be
fetched to Ansible Tower. We can access this playbook at the /tmp/ location.
Also, we can send this report to the other centralized reporting server if required.
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@ OpenSCAP Evaluation Report

Guide to the Secure Configuration of Red Hat Enterprise Linux 7

with profile PCI-DSS v3 Control Baseline for Red Hat Enterprise Linux 7

—Thisisa

This guide presents a catalog of security-relevant configuration settings for Red Hat Enterprise Linux 7. Itis a rendering of content structured in the eXtensible
Configuration Checklist Description Format (XCCDF) in order to support security automation. The SCAP content is is available in the scap-security-guide

package which

Providing system administrators with such guidance informs them how to securely configure systems under their control in a variety of network roles. Policy
makers and baseline creators can use this catalog of settings, with its associated references to higher-level security control catalogs, in order to assist them in
security baseline creation. This guide is a catalog, not a checklist, and satisfaction of every item is not likely to be possible or sensible in many operational
scenarios. However, the XCCDF format enables granular selection and adjustment of settings, and their association with OVAL and OCIL content provides an
checking content, are capable of providing baselines thatmeeta
diverse set of policy objectives. Some example XCCDF Profiles, which are selections of items that form checklists and can be used as baselines, are available
with this guide. They can be processed, in an automated fashion, with tools that support the Security Content Automation Protocol (SCAP). The DISA STIG for
Red Hat Enterprise Linux 7, which provides required settings for US Depariment of Defense systems, is one example of a baseline created from this guidance.

automated checking capability. Transformations of this

Do not attempt to implement any of the settings in this guide without first testing them in a non-operational environment. The creators of this guidance assume
no responsibility whatsoever for its use by other parties, and makes no guarantees, expressed or implied, about its quality, reliability, or any other

*draft* profile for PCI-DSS v3

is developed at https //www.open-scap.org/security-policies/scap-security-guide.

and its

characteristic.

Evaluation Characteristics

Target
machine

localhostlocaldomain CPE Platforms

cpe/o:redhat:enterprise_linux
z/o:redhat:enterprise_linux}

URL

hel7-ds.xml

! 2 redhat:enterprise_linux
[y s § 3
xcedf_org.

ID

Profile ID

project content_benchmark_RHEL-7

xcedf_org.ssgproject.content_profile_pci-dss

Siarted at 2017:11.08T16.19.05

Addresses

127.0.0.1

10.0.2.15

192.168.1.7

:0:1

5054 fffecaze48b
1280:0:0:0:a00:271f fe37:b7b6
00:00:00:00:00:00
52:54:00:CA:E4:8B
08:00:27:37:B7:B6

s s s s s s

7. We can also set up notifications based on playbook execution results. By doing
this, we can send this notifications to respective channels, such as email, slack,

and message.

@) ToWER  PROECTS  INVENTORES  TE
TEMPLATES / OpenSCAP / NOTIFICATIONS
OpenSCAP
DETAILS | COMPLETEDJOBS | | PERMISSIONS
NAME = TYPE &
OpenSCAP Audit Slack

MPLATES JOoBs

NOTIFICATIONS

KEY

SUCCESS

@ admin

&

+ADD NOTIFICATION TEMPLATE

FAILURE

ITEMS 1-10F1
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CIS Benchmarks

CIS has benchmarks for different type OS, software, and services. The following are some
high-level categories:

¢ Desktops and web browsers
Mobile devices

Network devices

Security metrics
e Servers — operating systems
e Servers — other

Virtualization platforms, cloud, and other

Read more about CIS benchmarks at https://www.cisecurity.org.

Ubuntu CIS Benchmarks (server level)

CIS Benchmarks Ubuntu provides prescriptive guidance to establish a secure configuration
posture for Ubuntu Linux systems running on x86 and x64 platforms. This benchmark is
intended for system and application administrators, security specialists, auditors, help desk,
and platform deployment personnel who plan to develop, deploy, assess, or secure
solutions that incorporate Linux platform.

Here are the high-level six domains that are part of CIS Ubuntu 16.04 LTS benchmarks:

e Initial setup:
e Filesystem configuration

¢ Configure software updates

Filesystem integrity checking

Secure boot settings
Additional process hardening

Mandatory access control

Warning banners
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e Services:
¢ Inted Services

e Special purpose services
e Service clients

Network configuration:
e Network parameters (host only)

e Network parameters (host and router)
o IPv6
o TCP wrappers
e Uncommon network protocols
¢ Logging and auditing:
¢ Configure system accounting (auditd)
¢ Configure logging
e Access, authentication, and authorization:
¢ Configure cron
e SSH server configuration
¢ Configure PAM
e User accounts and environment

System maintenance:
¢ System file permissions

e User and group settings

Here are the Ansible Playbooks for 14.04 LTS and 16.04 LTS, respectively:

® https://github.com/oguya/cis—ubuntu-14-ansible

® https://github.com/grupoversia/cis-ubuntu-ansible

$ git clone https://github.com/oguya/cis-ubuntu-14-ansible.git
$ cd cis-ubuntu-l4-ansible
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Then, update the variables and inventory and execute the playbook using the following
command. The variables are not required mostly, as this performs against different CIS
checks unless, if we wanted to customize the benchmarks as per the organization:

$ ansible-playbook -i inventory cis.yml

$ ansible-playbook cis.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [10CATROST] *HK K% 44Kk k 5Hk K KA KKK KKK KKK AR KKK KR KKK KK KKK KK KKK KKK KKK KKK K KKK KKK KKK KKK KKK KRR KKK K KKK KKK KKK KKK KKK KA K KKK

TASK [Gathering Facts] ¥ xrxx xxtsss s sk X Xk x kK XXHRKEEE KKK KK EXKKXLARKEE KKK XK E XX EEHREEE KRR AKEEERE KK AAEEEEE KA EAARE SR KA A AARE SRR KA A EAREE KK

TASK [cis : 1.1 Install Updates, Patches and Additional Security SOFtware (NOt SCOred)] * ki sk as itk sk hkxakias kahk ks Hhk ks kKb KAk EE KRR XSS KR KR KKREKHHK S KA E8 K KR
[localhost]

heck if reboot is required] ¥KXFFxkxxkxkx XXXk EEHRKE KK KKK XEXXXKEEHRK KK KKK L KX XXX EEHRR KK KRR LAREEERR KKK AAREEERR KA EAARE SR A AT AARE SR KA,
[localhost]

TASK [cis : Reboot host to apply Updates] *¥FFrtxxfaaassssss sk kk k& 4 AAALXHOKKKEARRRLXKKKK KK KKK SRR LTOOEKEERRREELXKK KKK KK EAAAEEO KR RRREEAKK KRS AR EEEAAK

TASK [cis : Wait for the host to finish rebooting] *F¥F*XxExskkxas kXX £REKHXEEEKHLREKHXHEEKHAREKHXHEK KKK KELHRK KKK KELHRK KKK K XA KRR LA AR EEE LI AE

TASK [cis : 2.1 Create Separate Partition for /tmp (SCored)] *FXXXXxtxksxx Xk XXX xxaarktxkXkxEEXNKXLLNRKEEHHEKEXXLLEEREHE KR LKL XLHEEEER IR E LKA AL AR KK

: 2.2 - 2.4 Set nodev,nosuid,noexec option for /tmp Partition (SCored)] **FX(Exxtxkix kXX XXXk EEHRKKEK KKK XXX XLKKEERK KKK KKK KX XXLHKEEEH KKK HE K XLARRE LR AEEAAR

: 2.5 Create Separate Partition for /var (Scored)] *F¥xxxxxxkssasks sk ki X X XxKXEHRREE KK KKK EXXKKEEERR KKK KK XXX XXLRREEER KK KRR A LAREE SRR KKK EARE SRR AAEEAARR

CIS Ubuntu Benchmarks Ansible playbook execution

The preceding playbook will execute the CIS security benchmark against an Ubuntu server
and performs all the checks listed in the CIS guidelines.

AWS benchmarks (cloud provider level)

AWS CIS Benchmarks provides prescriptive guidance to configure security options for a
subset of AWS with an emphasis on foundational, testable, and architecture agnostic
settings. It is intended for system and application administrators, security specialists,
auditors, help desk, platform deployment, and/or DevOps personnel who plan to develop,
deploy, assess, or secure solutions in AWS.
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Here are the high-level domains, which are part of AWS CIS Benchmarks:

e Identity and access management
e Logging
e Monitoring

Networking
Extra

Currently, there is a tool named prowler (https://github.com/Alfresco/prowler) based
on AWS-CLI commands for AWS account security assessment and hardening.

This tools follows the guidelines of the CIS Amazon Web Services Foundations Benchmark
1.1

Before running the playbook, we have to provide AWS API keys to perform security audit.
This can be created using IAM role in AWS service. If you have an already existing account
with required privileges, these steps can be skipped:

1. Create a new user in your AWS account with programmatic access:

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name*  aws-cis-audit

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more
Access type* ¢/ Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console
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2. Apply the SecurityAudit policy for the user from existing policies in IAM
console:

Set permissions for aws-cis-audit

9 S

Copy permissions from Attach existing policies

Add user to grou
group existing user directly

Attach one or more existing policies directly to the users or create a new policy. Learn more

Create policy © Refresh

Filter: Policy type v Q security Showing 1 result
Policy name v Type Attachments v  Description
v - SecurityAudit Job function 0 The security audit template grants access to read security configuration metadata. It is useful
SecurityAudit

The security audit template grants access to read security configuration metadata. It is useful for software that audits the configuration of an AWS account.

3. Then, create the new user by following the steps. Make sure that you safely save
the Access key ID and Secret access key for later use:

User Access key ID Secret access key
» @ aws-cis-audit AKl VXHk!
+DUb,

4. Here is the simple playbook to set up and execute checks using the prowler tool.
Provide the access and secret keys from the previous steps.
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5. The following playbook assume that you already have installed python and pip

in your local system:

- name: AWS CIS Benchmarks playbook
hosts: localhost
become: yes
vars:
aws_access_key: XXXXXXXX
aws_secret_key: XXXXXXXX

tasks:
- name: installing aws cli and ansi2html
pip:
name: "{{ item }}"

with_items:
- awscli
- ansi2html

- name: downloading and setting up prowler
get_url:
url:
https://raw.githubusercontent.com/Alfresco/prowler/master
/prowler
dest: /usr/bin/prowler
mode: 0755

- name: running prowler full scan

shell: "prowler | ansi2html -la > ./aws-cis-report—{{

ansible_date_time.epoch }}.html"
environment:
AWS_ACCESS_KEY_ID: "{{ aws_access_key }}"
AWS_SECRET_ACCESS_KEY: "{{ aws_secret_key }}"

- name: AWS CIS Benchmarks report downloaded
debug:
msg: "Report can be found at ./aws-cis-report—{{
ansible_date_time.epoch }}.html"
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6. The playbook will trigger the setup and security audit scan for AWS CIS
Benchmarks using the prowler tool:

$ ansible-playbook main.yml
[WARNING]: Could not match supplied host pattern, ignoring: all

[WARNING]: provided hosts list is empty, only localhost is available

PLAY [AWS CIS Benchmarks playbook] % K % Kk K 4 4 4 k3 3 ok ok ok ok Kk ok S ok ok K K ok ok oK K K ok K K oK oK K K K k4 k3 4 3 3 ok ok o ok ok s ok ok ok ok K 3
TASK [Gathering Facts] ok o 3K K ok ok ok ok 3 ok ok 3 ok ok 3K 3 oK o oK ok o 3 3 ok ok 3K K ok ok oK ok 3K ok ok 3 ok ok 3K ok o oK ok o 3 K ok ok 3K K ok 3 ok ok ok 3 ok ok o 3K ok ok 3 ok 3 oK K ok 3 K oK ok K K ok 3 3K oK oK K ok ok
TASK [installing python2] ¥ & oK o 3K 3 ok o ok ok ok K ok ok 3 3K ok ok oK ok oK 3 ok ok 3 oK ok 3K 3 ok ok oK ok ok 3 ok ok o 3K ok ok oK ok 3k 3 ok ok 3 ok ok 3k 3 ok o oK ok ok 3 3 oK o 3 ok ok 3 ok ok 3K 3 ok o oK K ok 3 % ok o K K ok K 3
changed: [localhost]

TASK [installing plp] SE 3K SK 3K 3K 3K 3K 5K 3K 5K 3K 3K 3K 3K K K K R K R R 3R R KK KK 3R KK KK R KK K K K 0K 3K K K O K KK K K K K 3K 3K K 5K K 3K K 5K 3K 5K 5K 3K 3K 3K 5K 3K 3K 5K 3K 3K 3K 5K 3K 3K 5K 5K 5K K 5 3K K K %k

TASK [installing aws cli and anSi2Rtml] koo ookson koo ookr ek x K 3k 3k K K 3K 3K K K 5K 3K K 3K 3K K K 3K 3K 5K K 3K K 3K K 3K oK 3 K 0K oK K K K

TASK [downloading and setting Up prowler] ¥k sk ok sk ko ook &k ko k ko ook ko x K 3K 3K K K 5K 3K K oK 5K 3K K 3K 3K K K 3K 3K 5K K 3K K 5K K 3K oK K K K oK K KK

TASK [I’unnlng prowler fu'L'L scan] KK K KK K K KK oK KK ok K KK oK K K ok K KK oK K K 0k K K R KK K ok K K R K K K K K K oK K KK K K OK K KK K KK 0K K KK K K K 0K K KK K KK 0K K K ok
changed: [localhost]

TASK [AWS CIS Benchmarks report downloaded] ks sk sk sk kkonokr ko x 5K 3 KK Sk 3 K 0K Sk 3K Sk Sk KK Sk S K K 3K R K KK K K KR K KOK R

PLAY RECAP % % ok &k ok K X o o ok ok ok o ok o6 o 3 oK 3K ok ok oK Kk ok oK 0K o 3K K 0 o ok oK ok oK oK o8 o o oK oK ok ok oK oK Kk 3K 3K 0K o 3K 0K 0 o ok oK ok oK ok ok o oK K oK ok X K oK K K K K K K K Ok K K K K KK K K K K
localhost : changed=2 unreachable=0 failed=0
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7. Prowler-generated HTML report looks as follows, and the report can be
downloaded in different formats as required and also scanning checks can be
configured as required:

[
N NN NS N
1) ey Ny v/ /|
[T T I W A N A N A I A |
| | CIS based AWS Account Hardening Tool

Date: Thu Nov 9 18:57:46 UTC 2017

Colors Code for results: INFORMATIVE, OK (RECOMMENDED VALUE), WARNING (FIX REQUIRED)

This report is being generated using credentials below:
AWS-CLI Profile: [ENV] AWS API Region: [us-east-1] AWS Filter Region: [all]

Caller Identity:

| GetCallerIdentity

e R +
| Account]| |
| Arn | arn:aws:iam:: ruser/aws-cis-audit |
| UserId | |
e L T +

@

.1 Generating AWS IAM Credential Report...
1 Identity and Access Management *¥xxsksssxsxisssst e s e s o e ok ok o o ok ook ok o ok o

1.1 Avoid the use of the root account (Scored).
INFO! Root account last accessed (password key_l1 key_2): 2017-11-09T18:28:52+00:00 N/A N/A

1.2 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password (Scored)
OK! No users found with Password enabled and MFA disabled

1.3 Ensure credentials unused for 90 days or greater are disabled (Scored)
OK! No users found with password enabled

1.4 Ensure access keys are rotated every 90 days or less (Scored)
WARNING! stack has not rotated access keyl in over 90 days
OK! No users with access key 2.

1.5 Ensure IAM password policy requires at least one uppercase letter (Scored)
WARNING! Password Policy missing upper-case requirement

1.6 Ensure IAM password policy require at least one lowercase letter (Scored)

WARNTNG! P ord Policy micscing lower-rase renuirement

More reference about the tool can be found at https://github.com/Alfresco/prowler.
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Lynis — open source security auditing tool for
Unix/Linux systems

Lynis is an open source security auditing tool. Used by system administrators, security
professionals, and auditors, to evaluate the security defenses of their Linux and Unix-based
systems. It runs on the host itself, so it performs more extensive security scans than
vulnerability scanners.

Supported Operating Systems: Lynis runs on almost all Unix-based systems and versions,
including the following;:

o AIX

FreeBSD

HP-UX

e Linux

macOS

NetBSD
OpenBSD

Solaris and others

As stated in https://cisofy.com/lynis:
"It even runs on systems like the Raspberry Pi, or QNAP storage devices.”

The playbook looks as follows:

- name: Lynis security audit playbook
hosts: lynis
remote_user: ubuntu
become: yes
vars:
# refer to https://packages.cisofy.com/community
code_name: xenial

tasks:
- name: adding lynis repo key
apt_key:

keyserver: keyserver.ubuntu.com
id: C80E383C3DEY9F082E01391A0366C67DE91CASDSF
state: present
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- name: installing apt-transport-https
apt:
name: apt-transport-https
state: present

- name: adding repo
apt_repository:
repo: "deb https://packages.cisofy.com/community/lynis/deb/ {{
code_name }} main"
state: present

filename: "cisofy-lynis"
- name: installing lynis
apt:

name: lynis
update_cache: yes
state: present
— name: audit scan the system
shell: lynis audit system > /tmp/lynis-output.log
- name: downloading report locally
fetch:
src: /tmp/lynis-output.log
dest: ./{{ inventory_hostname }}-lynis-report—{{
ansible_date_time.date }}.log
flat: yes

- name: report location
debug:
msg: "Report can be found at ./{{ inventory_hostname }}-lynis-
report—-{{ ansible_date_time.date }}.log"
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The preceding playbook will set up the Lynis, run the system audit scan against it, and
finally fetches the report locally:

$ ansible-playbook -i inventory main.yml --ask-pass
SSH password:
PL AY [ Lyn is sacur 1-ty aud 1t p'L aybook ] Rk kkokkkkokkkokkkkokkkokkkokkkkokkkkkkkkxkkk kK kkk

TASK [Gathering Facts] *
TASK [adding lynis repo key]

TASK [installing apt-transport-https] *

TASK [adding repo] *

TASK [1installing Tynis] H# s ssior sk ok khoko ook ook oKk KRR KRR ROKOR K KR KKKk
TASK [audit scan the system]

changed: [192.168.1.5]

TASK [downloading report locally]
changed: [192.168.1.5]

TASK [report location] **

PLAY RECAP *
192.168.1.5 : changed=2 unreachable=0 failed=0

Lynis system audit scan playbook in execution
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The following screenshot is the report from the recent audit scan:

$ cat ./192.168.1.5-1ynis-report-2017-11-13.10g

[ Lynis 2.5.7 ]

Chapter 7

i e
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.

See the LICENSE file for details about using this software.

2007-2017, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)

T T T T T T T T T T T T T T T T T i i i i T T i i I i i i it

[+] Initializing program

- Detecting 0S...
- Checking profiles...

Program version:
Operating system:
Operating system name:

Operating system version:

Kernel version:
Hardware platform:
Hostname:

Profiles:

Log file:

Report file:
Report version:
Plugin directory:

Auditor:
Language:

Test category:
Test group:

- Program update status...

[+] System Tools

Ubuntu Linux
16.04
4.4.0
x86_64
ubuntu-xenial

/etc/lynis/default.prf
/var/log/lynis. log
/var/log/lynis-report.dat
1.0
/usr/share/lynis/plugins

[Not Specified]
en
all

- Scanning available tools...
- Checking system binaries...

Lynis system audit scan report
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This can be run via Ansible Tower and other automation tools to perform periodical checks

against systems using Lynis for audit scans.

Lynis commands and advanced options

The Lynis has multiple options and commands that can be used to perform different
options. For example, we can use audit dockerfile <filename> to perform analysis of

Dockerfiles and the —-pentest option to perform scan-related for pentesting.

[+] Initializing program

Usage: lynis [options]

Command :

audit system
audit system remote <host>
audit dockerfile <file>

show
show version
show help

update info

Options:

--no-log

--pentest

--profile <profile>
--quick (-Q)

Layout options
--no-colors

- iet (-q)
--reverse-colors

Misc options

- -debug

--view-manpage (--man)
--verbose

--version (-V)

Enterprise options
--plugin-dir "<path>"
--upload

: Perform local security scan
: Remote security scan
: Analyze Dockerfile

: Show all commands
: Show Lynis version
: Show help

: Show update details

: Don't create a log file

: Non-privileged scan (useful for pentest)

: Scan the system with the given profile file
: Quick mode, don't wait for user input

: Don't use colors in output
: No output
: Optimize color display for light backgrounds

: Debug logging to screen

: View man page

: Show more details on screen

: Display version number and quit

: Define path of available plugins
: Upload data to central node

More options available. Run '/usr/sbin/lynis show options', or use the man page.
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Windows server audit using Ansible playbooks

Most of the enterprises use Windows to centrally manage their policies and updates
through the organization using Active Directory type of features. Also, it is a very critical
asset to protect and check for security issues in the organizations. We know that Ansible
supports Windows operating system using WinRM to perform configuration changes. Let's
see some examples to add security to your Windows servers using Ansible playbooks.

Windows security updates playbook

The following playbook is a simple reference from the Ansible documentation at https://

docs.ansible.com/ansible/devel /windows_usage.html#installing-updates:

- name: Windows Security Updates
hosts: winblows

tasks:
- name: install all critical and security updates

win_updates:
category_names:
- CriticalUpdates
- SecurityUpdates
state: installed

register: update_result

- name: reboot host if required

win_reboot:
when: update_result.reboot_required

ansible-playbook -i inventory windows-security-updates.yml

PLAY [windows Secu rlty Updates] % % ¥ oK 3 ok ok ok ok ok ok ok ok o ok kK K ok ok ok sk ok Kok oK ok Ok kR

TASK [Gathering Facts] **

TASK [install all critical and security updates] **
changed:

TASK [reboot host if required]
changed:

PLAY RECAP *
changed=2 unreachable=0 failed=0

Windows updates playbook in action
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The preceding playbook will perform an automated Windows security updates of critical
severity and restart the computer if required to apply the updated changes.

Windows workstation and server audit

The following Ansible playbook is created based on https://github.com/alanrenouf/
Windows-Workstation-and-Server-Audit, and it will perform an audit of the system and
generates a detailed HTML report. This is an example of how we can perform an audit
using the PowerShell script. This can be extended by adding more checks and also adding
other security audits scripts.

The playbook looks as follows:

- name: Windows Audit Playbook
hosts: winblows

tasks:
- name: download audit script
win_get_url:
url:
https://raw.githubusercontent.com/alanrenouf/Windows-Workstation—-and-Server
—-Audit/master/Audit.psl
dest: C:\Audit.psl

— name: running windows audit script
win_shell: C:\Audit.psl
args:
chdir: C:\

$ ansible-playbook -i inventory windows-security-audit.yml
PLAY [windows Audlt P'l aybook ] 3 ok ok ok ok ok sk ok ok e ok ok ok ok ok e ok ok ok ko ok ke ok ok ok ok ok ke ok ke ok ok ok sk ok ok ke ok ok ok ok ok ke ok ok kA

TASK [Gathe ring FACTS] HH¥ KA XK A KK A KK A KK A KK A KK A KK A KK A KK A KK A KK A KK A KK KKK A KK KKK K

TASK [download audit script] *?

changed:

TASK [FrUNNing windows aUGit SCRApt] Fx e xxsxxxaxxxasXxxxx ¥ xaxxsxx xaxx x x>
changed:

PLAY RECAP % % 3%k 3% 5 ok ok 3 dk ok ok ok ok ok ok o sk ok ok 3 ok ok 3 ok ok ok ok o sk ok ok 3k ok ok 3 ok ok ok ok o ok ok ok 3k ok ok 3 ok ok o ok ok ok ok ok ok ok ok s ok ok kok ok
changed=2 unreachable=0 failed=0

Windows Audit Playbook in Action
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